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OmpeneneHus

3ammra MHGOPMAIMMU - JESATEIbHOCTb, HAIPABICHHAs Ha MpPeNOTBpAIllEHHE YTEUKH
3anumaeMol MHQOpPMalui, HECAaHKIMOHUPOBAHHBIX W HEMpEIHAMEPEHHBIX BO3JEHCTBHI Ha
3alUIaeMyo HH(pOpMaIuio;

Wupopmanusa - cBeaeHus (COoOOIIEHHUs, JaHHBIE) HE3aBUCUMO OT (QOpPMBI HX
MIPECTABICHMS;

Wudopmanus orpaHUYEHHOTO JOCTyNa - WH(GOpPMAIHS, JOCTYNl K KOTOPOW OTrpaHHYEeH
(benepanbHBIMU 3aKOHAMU;

WudpopmannoHHass cuUcTeMa - COBOKYIHOCTb COAEprkalleics B 0a3ax JaHHBIX
uHpopManuu ©  olecrneyuBarOIUX ee 00paboTKy HMH(OPMAIIMOHHBIX  TEXHOJOTHIM
U TEXHUUYECKUX CPE/CTB;

KondunennmanbHocTs uHGOpMAnMu - 00S3aTENbHOE Ui BBIMOJHEHHS  JIUIIOM,
HOJTYYHUBILUM JOCTYI K OIpeielIeHHON uHpOopMaLuy, TpeGoBaHue
HE IepeaBaTh TaKyo HH(GOPMAIUIO TPETHUM JINIaM 0e3 coriiacus ee ooaiaTers;

Ob6nanatens MHQOpMAIMM - JIMIO, CAMOCTOATENBHO CO3/aBliee WHGPOpPMALUIO JHO0
MOJTyYMBIIIEE HA OCHOBAaHHWH 3aKOHA MJIM JOTOBOpA MPABO pa3peliaTh WIH OrPaHHYUBATH JOCTYI
K HH(pOpMaLIUK, ONpeAesieMOH 10 KaKuM- JTM00 MPU3HAKaAM;

[IepconasibHbIe JTAaHHBIE - mobas uHpopMarus, OTHOCAILASAC
K OIpe/Ie]IeHHOMY WJIM OIpeNeNIIeMOMY Ha OCHOBAHMH TaKOM MH(poOpManuu (pU3HUECKOMY JIHUILY
(cyOBeKTy epCOHANBHBIX JTAaHHBIX).

O6o3HaY€eHUA ¥ COKpaIIeHUA

JOY —T'BJIOY nerckuii cax Nel26 Beiboprckoro paitona Cankr-IletepOypra;
KU - KondpunennuanpHas naGopmanms;

MD - MexceTeBoil 3KpaH;

HCJI - HecaHKIImoOHMPOBaHHBIN JOCTYIL;



C3U - Cucrema 3amuThl THPOPMALIUY;

CK3MU - CpenctBo kpunrorpaduaeckoi 3ammTsl HHOOpPMAIUH;

Cp3U - CpenctBo 3auiuThl HHGOPMAIIHIH;

OCB Poccun - @enepanbhas ciayx6a 6e3onmacnoct Poccuiickoit denepanuu;
OCTIK Poccuu - DenepanpHas cyk0a M0 TEXHUYECKOMY M SKCITIOPTHOMY KOHTPOJIIO.



1 OOmue MoJI0KeHu

1.1 Hacrosimas IlonuTuka siBiseTcs AOKYMEHTOM, JOCTYIIHBIM BCEM COTPYJIHUKaM
JIOY u Bcem mnonb3oBarensM ero pecypcos. IlpencraBinser coboil oduIuanbHO MPUHATYIO
pykoBozactBoM JIOY cucremy B3risfoB Ha obecnedueHHe HH()OPMAIMOHHOW O€301MacHOCTH
B J1IOV.

1.2. OcHoBHOM 3amayeit B oOnactu wHPopManuoHHoW Oe3omacHoctr IOV mpusHaer
COBEPILEHCTBOBAaHME Mep U CpeACTB o0ecrnedeHus HMHGOPMAIMOHHONH  0e30MacHOCTH
uHpopMalmoHHbIX pecypcoB JIOY B KOHTEKCTE pa3BUTHUS 3aKOHOJATENbCTBA M HOPM
perynupoBaHus HHPOPMALMOHHON JeSITeIbHOCTH.

1.3 B pamkax cBoeii aestenpHocTH JJOY 00s3yeTcs peAnpUHIMATh BCE BO3MOYKHBIE
Mepbl JUIA 3alUThl HMHGOpMAIMM OT pHCKa MNPUYMHEHUS Bpena, YyOBITKOB U yIepoa,
BO3HHMKAIOIIMX B pe3yJbTaTe peaju3aliy yrpo3 HHGOpMAlMOHHON 0€30I1aCHOCTH WU JPYTUX
NPOTHBONPABHBIX JICHCTBHIA, CBSI3aHHBIX C HapyIIeHneM nH(popMamoHHo# 6ezomacHoctu JJOY.

1.4  TpeboBanust MHGOpPMAMOHHONW 0€30MacHOCTH, KOoTopble mpenbssisiorcs 10V,
COOTBETCTBYIOT MLeinsM JestenbHocTH JIOY u mpenHasHayeHbl JUIsi CHMYKEHUS PHCKOB,
CBSI3aHHBIX ¢ HHPOPMALMOHHOM 6€3011aCHOCTHIO, 1O IPUEMIIEMOTO YPOBHSL.

1.5  Peanusauusi 1 KOHTPOJb HCHOJIHEHMsI TPEOOBAHUM, YCTAaHOBJIEHHBIX HACTOALIECH
[Tonutuko#, ocyuiecTBiasiercs paOOTHUKAMH, OTBETCTBEHHBIMH 332  HH(GOPMAIMOHHYIO
0€30MacHOCTb, B COOTBETCTBHM CO CBOMMH JOJDKHOCTHBIMM HWHCTPYKUMSMU M JPYTHMH
BHYTpeHHUMH JTIokyMeHTamu JIOY no uHdopmanmonHoi 6€30MacHOCTH.

2 ITemm u 3amaum obecredyeHna HHPOpPMAIMOHHOH 6€30IacCHOCTH

2.1  Hemsamu obecnieyenus uHGpopmMannonnoit 6eszonacHoct 1OV sBistoTCS:

- 3amurta wuHTepecoB JIOY, pabGOTHMKOB M MHBIX CYOBEKTOB HH(OPMAIIMOHHBIX
OTHONICHMH, B3amMmojeicTByomux ¢ JIOY, 0T BO3MOXHOrO HaHECEHUs yIiIepoa
UX JEATEJbHOCTU IOCPEACTBOM CIIy4allHOIO WJIM IPEeIHAaMEPEHHOI'0 HECaHKIMOHUPOBAHHOTO
BMEIIATENECTBA B Tpornecc (GpyHKIMOHUpoBaHUS MHPOpMamoHHbIX cucteM JIOY, HapymieHus
paboThl TEXHUYECKUX U NMPOrPAMMHBIX CPEACTB, MPUBOJAIIETO K HEAOCTYITHOCTH MH(pOpMaINY,
pasriameHnio, UCKAKEHUIO, YHHUYTOXKCHUIO 3aIIUIIaeMOil WHPOPMAIUU U €€ HE3aKOHHOMY
UCIIOJIb30BaHUIO;

- olecriedeHnEe YCTOWYMBOTO M KOPPEKTHOTO (YHKIIMOHHPOBAHUS IPOTPAMMHBIX
¥ anmnapatHbeix KoMnoHeHToB J{IOVY u mpenocTaBisieMbIX CEPBUCOB;

- coOJrofIcHUE MPABOBOIO PEKHUMA WCIIOB30BAHUS MAaCCHBOB W MPOrpaMM 00pabOTKH
UHpOpMaLINY;

- IpeAoTBpalleHue pean3aluy yrpo3 6ezonacHocTy i aesrensHoctu JOY.

2.2 OObexkraMu HH)OPMAITMOHHBIX TPABOOTHOIICHHUN SBIISIFOTCS:

- UH(QOPMALIMOHHBIE PECYPCHI, B TOM YHUCIIE C OTPAHUYEHHBIM JOCTYIIOM;

- nporeccel  00paboTku MHPOpManuu B WHPOpManMOHHBIX cuctemax JIOVY,
UH(POPMALIMOHHBIE TEXHOJOIMM, PEerjJaMeHThl M MpoLeaypbl cOopa, oOpabOTKH, XpaHEHUs
U niepefadn uHpopMaIuy;

- UHPOpPMALMOHHAs  MHQPACTPYKTypa, BKJIIOYAOLIas CHCTEMbl  00paboTKH,
XpaHeHHs W aHanu3a WHQPOpPMAlWW, TEXHWYECKHE W TPOrpaMMHBIE CpEICTBa € 00paboTKH,
nepeAayd W OTOOpaKeHWs, B TOM UHCIE KaHajubl HMH(POPMALMOHHOTO OOMEHa
U TE€JIEKOMMYHUKaIUHY;



- CHCTEMBI U CPEACTBA 3alIUTHl UH(OpPMAIMU, OOBEKTHI U MMOMEUICHHUS, B KOTOPBIX
pasMelleHbl XpaHWINIAa HH(POPMALIHH.

2.3 CyOnekramu MH(pOPMaAIIMOHHBIX OTHOUIEHUI pu WCIIOJIb30BaHUH
uHpopmannonuelx cucrteM JIOY, 3amHTepecoBaHHBIMM B oOecreueHHMH WHGPOPMALMOHHOM
0€30IaCHOCTH, SIBJISIOTC:

- JOVY, kak coOOCTBEHHUK MH(POPMALMOHHBIX PECYPCOB U ONEPATOP MEPCOHATBHBIX
JTAHHBIX;

- pabotHuku noapazaeneHuii IOV, kak Noiabp30BaTENN U MOCTABIIUKY HH(OPMAIH
B MH(GOPMAIIMOHHBIE CUCTEMBI;

- IOpUIUMYecKUe M (U3UYECKUE JIMIA, CBEJCHHUA O KOTOPBIX HAKaIIUBAIOTCH,
XpaHATCs U 00pabaTeiBatOTCs B HH(MDOpMaIMoHHBIX cuctemax JJOVY.

24  CyObexTsl HHPOPMALMOHHBIX OTHOIICHUH 3aMHTEPECOBAHbBI B 00ECIICUCHUH:

- KOH(UICHIIMATIBHOCTH OIIPEIeIEHHON YacTH HH(pOpMALUH;

- [eJIOCTHOCTH HH(OpMaIumy;

- CBOEBPEMEHHOT0 JIOCTYIA K HEOOXOJUMON UM UH(POpMaLINY;

- 3allMThl  OT HAaBSA3bIBAHUS MM JIOKHOW (HEIOCTOBEPHOW, MCKa)KEHHOI)
uHbOopMaIuy;

- pasrpaHUyeHHs] OTBETCTBEHHOCTH 3a HApYLICHMs] 3aKOHHBIX IpaB (MHTEPECOB)
JIpyrux CyObeKTOB HH(GOPMAIMOHHBIX OTHOUIEHWH M YCTAaHOBJIEHHBIX MpPaBUI OOpaleHHs
¢ HUHQpopMaIuei;

- BO3MOXXHOCTH  OCYILIECTBJICHHS HENPEPBIBHOIO KOHTPOJS U  YIPABICHUSA
npoieccamu 00paboTKH U nepeaadun nHPpopMaIuu;

- 3alIUTHl  COOTBETCTBYIOLIEH  4YacTH  MHPOpPMALUMU  OT  HE3aKOHHOIO
€e TUPAXUPOBAHUS U PACIPOCTPAHEHMSL.

2.5 Jia  nocTwkeHus Lenedl  3amuThl U O0ECIeueHUs yKa3aHHBIX CBOMWCTB
uHpopmanuu, cucrema oOecneueHuss HUHPOpManmoHHOW ©Oe3zomacHoctn JIOY  nomxkHa
oOecrnieunBaTh pelIeHne CIEeAYIOMNX 3aay:

2.5.1 3aumrty OT BMeIIATeNbCTBA B INpolecc (yHKIMOHUPOBAHUSA HH(OPMAIIMOHHBIX
CUCTEM IMOCTOPOHHMX JIHI] (BO3MOXHOCTh MCIOJIB30BAaHUS CHUCTEMBI U JIOCTYN K €€ pecypcam
JIOJKHBI UMETh TOJIBKO 3apErMCTPUPOBAHHBIE MIOJIb30BATENH).

2.5.2 PazrpanunueHue AOCTyINa 3apETMCTPUPOBAHHBIX MOJIB30BATENICH K amnnapaTHbBIM,
OpOrpaMMHBIM M HMH(OPMAIIMOHHBIM pecypcaM HH(POPMALMOHHBIX CHUCTEM (BO3MOXHOCTb
JOCTyHa TOJBKO K TEM pecypcaM U BBIOJHEHHS] TOJBKO TEX OIlepaluil ¢ HUMH, KOTOpHIE
HE00X0IMMBbl KOHKPETHBIM I10JIb30BATEIISIM JIJIs BHITIOJHEHUS! CBOUX CITY>)KEOHBIX 0053aHHOCTEH).

2.5.3 Perucrtpaiuro M NEPUOJUYECKUN KOHTPOJIb JACHCTBHI  MOJIb30BATENICH
IIPU HCIIOJIb30BAHUM 3alllMIIAEMBIX PECYPCOB M IEPUOJUYECKHI KOHTPOJIb KOPPEKTHOCTH
HUX JEUCTBUM.

2.54 Kontpons uenoctHoctd (oOecredyeHne HEU3MEHHOCTH) Cpelbl HCIIOTHEHHS
IpOTrpaMM U €€ BOCCTAHOBJICHUE B ClIyyae HapyIleHHs.

2.5.5 3aummry OT HECaHKUMOHUPOBAHHOM MOAM(DUKAIMK M KOHTPOJIb LIEIOCTHOCTH
ucrionb3yembix B JIOY  mporpaMMHBIX CpPEeACTB M JAaHHBIX, a TakXke 3alluTy
OT HECAaHKLIMOHUPOBAHHOTO BHEJIPEHUS BPEAOHOCHBIX ITPOTPAMM.

2.5.6 3aumry uH(pOpMaMK OTPaHUYEHHOTO OCTYIa, XpPaHUMOW, 00pabaThiBaeMOii
B JIOY, OT HeCaHKIMOHUPOBAHHOTO Pa3IJIallieHHs] U UCKaXKEHUS.

2.5.7 Obecrneuenue ayTeHTU(UKaUU I10JIb30BATENEH, Yy4acTBYIOILINX
B MH(QOpPMalMOHHOM OOMeHe (TOATBEPXKICHHE IIOUIMHHOCTH OTIPaBUTENS M MOIydaTess



uH(POpMAITUH), & TAKXKE ONPEICIICHUE aBTOpa IPU CO3AaHUH U MOTUUKAIUY HHPOPMAITUH.

2.5.8 (OobecreueHrne UCIPABHOCTH MPUMEHSIEMBIX B MH(GOPMAIMOHHBIX cucTteMax JIOY
CPEJICTB 3alUThl HHPOPMAIIIH.

2.5.9 CBoeBpeMEHHOE BBISIBIEHHE HCTOYHHKOB yrpo3 Oe3omnacHocTd HWHGOpMaIuH,
NPUYMH M YCJIOBHH, CIMOCOOCTBYIOIIMX HAHECEHHWIO yIiepOa 3anHTepECOBAHHBIM CyOBEKTaM
WH(GOPMAIIMOHHBIX OTHOIIEHUH, CO3/laHue MEXaHMW3Ma ONEPATUBHOTO PEarupoBaHUS HA YIPO3BI
0e301macHOCTH HH(OPMALIUH.

2.5.10 Co3nanue ycnoBHH JUIs MUHUMH3AIMM HAHOCUMOTO yiepOa HempaBOMEPHBIMH
JCHCTBUSIMH, OCTAa0JICHUE HETaTHBHOTO BIHSHHUA W JIMKBHIAIMS TIOCIEACTBUN HapyIICHUSI
6e3onacHoctu uHpopmanuu B JJOVY.

2.6 Pemienue BoienepeuncineHubix 3a1a4d B JIOY ocymectsisiercs:

2.6.1 VYderoM Bcex MOJIEKALINX 3aLIUTE HH(POPMAIIMOHHBIX PECYPCOB (KaHAJIOB CBSI3H,
anmnapaTHbIX U MPOTPaMMHBIX CPE/ICTB).

2.6.2 Permamenramueil mporeccoB 00paOOTKH MoJyIexameil 3ammre HHQOpMaLuy,
neiictBuil padotaukos JIOY u nepcoHana, OCYIIECTBISIONIET0 00CIyKHUBaHHE U MOAUDUKAITIIO
OPOTPAMMHBIX ¥ TEXHHUYECKHUX CPEICTB, HAa OCHOBE YTBEPXKACHHBIX OpraHU3allMOHHO-
pacriopsAUTEIbHBIX TOKYMEHTOB IO BOIIpocaM olecrieueHus: HHPOPMaIMOHHON 06€30MacHOCTH.

2.6.3 Ha3HayeHMeM M TMOATOTOBKOW pPaOOTHMKOB, OTBETCTBEHHBIX 3a OpPraHM3AIUI0
U OCYLIECTBJICHUE MEPONIPHUATUI 0 oOecredeHno nHPopManoHHoM 6e3omnacHocTH B JIOY.

2.6.4 Hanenennem KaXK10T'0 paboTHHKA MHUHHUMAaJILHO HEe0OXOIUMBIMHA
JUISE  BBITIONHEHUS WM  CBOMX  (DYHKIMOHAIBHBIX  OOS3aHHOCTEH  MOJHOMOYHUSMHU
0 TOCTYIY K HH(OPMALIMOHHBIM PECYPCaM.

2.6.5 3HaHHMEM M CTPOTUM COOJIFOJCHHEM BCEMH pPaOOTHHUKAMH, MCIOJIb3YIOIIUMHU
U 00CTY>KMBAIOIIUMU amNmnapaTHble M MpOTrpaMMHbBIE CpeICcTBa, TpeOOBaHUI OpraHU3aIlOHHO-
pacropsaUTeNbHbBIX JOKYMEHTOB 10 BOIPOCcaM oOecTieyeHHuss HHPOPMALIMOHHON O€301MacHOCTH.

2.6.6 TlepcoHaabHOW OTBETCTBEHHOCTBIO 3a CBOM JIEHCTBHS KakJ0ro pabOTHHKA,
YYacTBYIOLIETO B  paMKaX CBOMX (DYHKIIMOHAJIBHBIX  OOS3aHHOCTE B  Ipolieccax
aBTOMATU3MPOBAaHHOW 00paboTku wHGOpMAMM M HMMEIIIEro JOCTYyl K pecypcam
UH(POPMALMOHHBIX CHCTEM.

2.6.7 Peanuzanueil TEXHOJIOIMYECKMX HpOIECCOB  00paboTKH  HH(OpMaIuu
C HCITOJIb30BaHHEM KOMILJIEKCOB OPTaHU3AIMOHHO-TEXHHUECKUX MEp 3aIllUThl MPOTPAMMHOTO
o0ecreyeHHs, TEXHUUECKUX CPEJCTB U IaHHBIX.

2.6.8 TIlpunstuem Mep 1o oOecnedeHUI0 (U3UYECKOW IEJTOCTHOCTH TEXHUYECKHUX
CpeAcTB HH(POPMALIMOHHBIX CHCTEM H MOJIIep>KaHuEM HeOOXOAMMOT0 YPOBHS 3aIUIIEHHOCTH X
KOMITOHEHTOB.

2.6.9 Hcnonp3oBaHueM (QHU3MUECKUX U TEXHUUECKUX (TPOrpaMMHO-ANIapaTHbIX)
cpeacTB 3auuThl pecypcoB JJOY u aqaMUHUCTPaTUBHON MOJIEPKKON UX UCTIOIb30BAHMUS.

2.6.10 Kontponem  coOiofeHHs  TIOJNB30BaTENIIMH  WH(GOPMAIIMOHHBIX  CHUCTEM
TpeboBaHMil MO 0OecTieueHNI0 HHHOPMAITMOHHON O€30MaCHOCTH.

2.6.11 Opuanueckoii 3anuToit uatepecoB 1OV mpu B3auMoIeiCTBUH C IOPUINIECKUMU
U (PU3NYECKUMH JTUIIAMH OT MPOTUBOMPABHBIX U HECAHKIIMOHUPOBAHHBIX JIEHCTBUIN CO CTOPOHBI
ATHX JIUII.

2.6.12 IlpoBeaeHuem aHanuza 3(pHEeKTUBHOCTU NMPUHATHIX MEP U MPUMEHSIEMBIX CPEICTB
3amutel  wHpopmammu B JIOY. Pazpabotkoii wu  peanmmzammedl — MpenIoKECHHMA
1o cosepueHcToBanuo C3U B JIOVY.



3 ITpuaIMnEL o6ecreveHns HHPOPMaIHOHHOH 0e30IMacHOCTH

3.1 IIprHIUIT 3aKOHHOCTH

3.1.1 Ilpu BbIOOpE 3aUIUTHBIX MEPONPUATUN, PEATU3YEMBIX CHUCTEMOW obOecreyeHus
MHPOPMALMOHHON 0€30MacHOCTH, JOKHO COOIOIATHCS JEHCTBYIOIIEE 3aKOHOIaTEIECTRO.

3.1.2 IlpuHsATBIe MepbI 3alIUTHl HE JOJKHBI HMPENATCTBOBATh JOCTYIY K 3aIlMIIaeMOi
MHPOPMALIUU CO CTOPOHBI TOCYAAPCTBEHHBIX WM TPABOOXPAHUTENBHBIX OPTaHOB, €CJIN TaKOMH
JIOCTYTI HEOOXOIUM B CIIy4asix, IPEeIyCMOTPEHHBIX 3aKOHOAATEIbCTBOM.

3.1.3 IIporpaMMHO-TEXHUYECKHE CpEACTBA, mpumeHsembie B JIOY, HOMKHBI HUMETh
COOTBETCTBYIOIIME JHUIeH3uH, oduuumansHo mpuodbperatecs JOY y mnpezncraButeneit
Pa3pabOTUYNKOB ITUX CPEJICTB.

3.2 IIprHOUIT CHCTEMHOCTH

[Ipu nmoctpoenun cucrembl odecnieueHrss HHHOPMALMOHHONW 6€30MacHOCTH HEOOXOAUMO
NPUMEHSTHh CUCTEMHBIN MMOXO0J], KOTOPBIM IpeAronaraeT B3auMOCBS3b MPOLIECCOB OPTaHU3AIIH
3anuThl HHGopManmoHHbIX pecypcoB JIOVY, corimacoBaHHOe NMPUMEHEHHE METOJIOB M CPEICTB
3amThl HHQOpMaMOHHBIX pecypcos [JOY.

3.3  IlpwHIUI KOOpAWHAUA

3.3.1 Ilpu opranuzauuu JeHCTBUI MO o0ecnedyeHni0 MHPOPMAMOHHON 0e30MacHOCTH
pykoBojctBOo JIOY obecnieunBaeT YETKYI0 B3aUMOCBS3b COOTBETCTBYIOIIMX CTPYKTYPHBIX
MOJpa3/IeIeHUl MEeXKAy COOOW, C MPEACTaBUTEIIIMH CTOPOHHHX OpTaHU3aINi, OKa3bIBAFOIINX
YCIYTH B paMKax JIOTOBOPHBIX 0053aTEJIbCTB.

3.3.2 Ilpu mnocTpoeHMH, BHEAPEHUM H DKCIUIyaTallMM CHUCTEMBI OOecCIeYeHus
UH(POPMALMOHHOM Oe30nmacHoCcTH pykoBoacTBO JJOY obecnieunBaer ycinoBus i 3¢ ekTuBHOM
KOOPIMHAIIMH JISHCTBHUI BCEX JIUI, 00ECIIEUYNBAIOIINX HH(DOPMAITMOHHYIO 0€30TIaCHOCTD.

3.4  IlpuHIun ApyKE€CTBEHHOCTH U MPOCTOTHI

3.4.1 Cucrema obecneyeHus: nHpopManmoHHOK Oe3omacHoctu B JIOY dopmupyercs
TakuM o0pa3oM, 4TOOBl cJenaTh MaKCUMalbHO TPO3PAayHBIMH I TOJIb30BaTeNeH
uHpopMaimoHHbIx cucteM JJOY mporneccsl ee PyHKIIMOHUPOBAHUS.

3.4.2 Cucrema obecnieuenusi nHpopmanmonHoit 6ezonacuoct B JJOY BbICTpanBaeTcs
TakuM 00pa3oM, 4YTOObl OrpaHWYEHHs OPTraHU3ALMOHHOTO M TEXHUYECKOI0 XapakrTepa,
Hayaraembele Ha coTpynHukoB JIOY B CBS3u ¢ peanm3anyeid 3alIUTHBIX Mep, CYIIECTBEHHO
HE 3aTpyIHsUIN paboTy ¢ pecypcamu HH(popMarmoHHbIx cuctem J1OY.

3.5  IlpuHOWI OpEeBEHTHBHOCTH

Mepsl, npumensemsie JJIOY ¢ nenpio obecrieueHus: MHGOPMAIIMOHHON O€30MacHOCTH,
JOJKHBI HOCUTBH YMPEXKJAIOIUNA XapakTep U HE AOIMYCKaTh pealu3alfi0 COOTBETCTBYIOIIUX
yIpO3 U aTax.

3.6 IIpuHIMI ONTHMAIFHOCTA ¥ MHOTOYPOBHEBOCTH

3.6.1 BpiOoOp eOWHBIX MPOTPAMMHO-TEXHUYECKUX CPEACTB C MEIbI0 COKpAIICHUS
pPacxo/IoB Ha CO3/IaHUE U MOIAEPKKY GYHKIIMOHUPOBAHUS KOMIIOHEHTOB CUCTEMBI 0OecTieueHus
MH(POPMALMOHHOM 0€30MacHOCTH.

3.6.2 IlpuMeHeHue pa3HOPOAHBIX MPOTPAMMHO-TEXHUYECKUX CPEICTB 3allUTHI,

C LENbI0 MOCTPOCHUS ILIEJIOCTHOM CHUCTEMbl obOecriedeHHs MHPOPMAIMOHHON O€30MacHOCTH
U YCTPAaHEHUS BO3MOXKHBIX YSI3BUMOCTEH.

3.6.3 Vcnonb3oBaHue Uil CO3aHMsI pa3HbIX pyOekel obecrieueHuss HHPOPMAITMOHHOM
0€30MaCHOCTH CPEJCTB, KOTOPBIE UMEIOT CXOXKHE JAPYT C APYroM (PyHKIMH, HO pa3paboTaHHbIE
pPa3IMYHBIMM TPOU3BOJUTEISIMU U HUMEIOUIME PAa3INYHYI0 JIOTMKY IOCTPOCHMS 3alllUTHBIX



MEXaHU3MOB.

3.7  IlpuHIMII 3KOHOMHYIECKOH IIeIeco00pa3sHOCTH

3.7.1 OcyuiecTBiIeHUE OLEHKH YPOBHS 3aTparT Ha oOecreyeHue O€30MacHOCTH,
[EHHOCTU MH(OPMALMOHHBIX PECYPCOB M BENUYHMHBI BO3MOXKHOTO yiiepoa mius OV B ciygae
HapymeHUst KOHPUISHIINATLHOCTH, IIEJIOCTHOCTH M JJOCTYITHOCTH HH()OPMAIIMOHHBIX PECYPCOB.

3.7.2 BpiOop HEOOXOOUMOIrO M JOCTAaTOYHOTO YPOBHS 3aLIUThl HH(OPMAIIMOHHBIX
peCypcoB, TpH KOTOPOM 3aTpaThl, PHCK W pa3Mep BO3MOXKHOTO ymiepOa SBISIOTCS
pUEMIIEMBIMHU.

3.8  IIpuHOWI HENPEPHIBHOCTH M HEAOIYCTUMOCTH OTKPBITOIO COCTOSHHS

3.8.1 Cucrema obecnedenust nHpopmannoHHoi 6e3onacHocty B JIOY crpoutcs Takum
obpazoM, dYTOOBI mporecc 3amuThl HHPOpPMANMOHHBIX cucteM JIOY  ocymiecTBisics
HETPEPHIBHO U LIEJICHANPABICHHO Ha MPOTSHYKECHUH BCETO KU3HEHHOTO IIUKJIa MH()OPMAIIHOHHBIX
CUCTEM.

3.8.2 Cucrema obecrnieueHuss MHPOpMAIMOHHON Oe3omacHocTH B JIOY mpu mr00bIX
BO3HUKAIOIINUX OOCTOSTEIBCTBAX MO0 MOJHOCTHIO BHIMOIHSIET CBOU (PYHKIIHMU, TUOO MOTHOCTHIO
OJIOKMPYET TOCTYTI.

3.9  Ilpwamun npodeccruoHaaM3Ma

3.9.1 IlpuBneuenue st pa3pabOTKM ¥  BHEAPEHHS CHUCTEMBI  OOecIleyYeHUs
UH(POPMALIMOHHON 0€30MacHOCTH, NMPU HEOOXOAUMOCTH, CHEIMAIM3UPOBAHHBIX OpraHU3alu,
HanboJiee MOATOTOBIEHHBIX K KOHKPETHOMY BHITY JESITEIPHOCTH U IMEIOIINX COOTBETCTBYIOIINE
JIMIIEH3UHU Ha BBIMOJIHEHUS paboT U MPaKTUUECKUH ONBIT B TAHHOH 00JacTH.

3.9.2 Opranmzanus  npodeCcCUOHATBHOM  TMOATOTOBKH  CBOMX  PaOOTHUKOB
JUISL DKCIUTyaTalli KOMIIOHEHTOB CUCTEMBI 00ecTiedeHns] HHPOPMAIIMOHHONW OE€30MTaCHOCTH.

3.10 IIpuHIwI BEIOOpa PEIICHHU# 3aIUATEI

3.10.1 OpueHnTanus Ha NPUMEHEHHE COBPEMEHHBIX BBICOKOTEXHOJIOIMUYHBIX pEIICHUN
U IPOrPaMMHO-TEXHHUUYECKUX CPEJCTB 3alIUThI, XOPOIIO 3apPEKOMEHI0BABIINX ce0s, ”THTYUTUBHO
MOHSATHBIX U HE CIIOKHBIX B OKCILTyaTallUH.

3.10.2 Vcnonp3oBaHME OLEHKH CTENEHU KOPPEKTHOCTU  (DYHKIMOHHUPOBAHUS
U WCIOJHEHHUS 3allUTHBIX (QYHKUWH, OTKa30yCTOMYMBOCTH, MPOBEPKHA COTIACOBAHHOCTH
KOH(QUrypaluy pa3inyHbIX KOMIIOHEHTOB U BO3MOKHOCTH OCYILECTBIICHUS LIEHTPATU30BAaHHOTO
aJIMAHUCTPUPOBAHHUS TIPU BBIOOPE PEIICHHIA 1O 3alIUTe HHPOPMAITMOHHBIX CUCTEM.

3.11 IIpwHIun pa3BUTHI

3.11.1 PazButue u OOHOBJIEHHE Ha PETYJISPHON OCHOBE CYIIECTBYIOIIEH CHCTEMBI
obecrnieueHust UHOOPMAIIMOHHON OE30MTaCHOCTH.

3.11.2 OpueHraiuss Ha NTPEEMCTBEHHOCTh NPHUHATHIX pPAHEE PELICHWN IO 3alluTe,
Ha aHainu3 (YHKUMOHHUPOBAHUS HMH(OPMAIIMOHHBIX CHUCTEM M CaMOW CHCTEMBbI OOeCTeueHHS
nH(}OpMaAITMOHHOM 0€30MMaCHOCTH.

3.12  IIpHHIUI NEpCOHAIILHOH OTBETCTBEHHOCTH M pa3ielIeHHs 00s3aHHOCTeH

3.12.1 PykoBoacto JIOVY omnpenensier mpaBa U OTBETCTBEHHOCTh KaKJ0T0 KOHKPETHOTO
paboTHuka (B mpeaenax ero JODKHOCTHBIX O0O0si3aHHOCTEH) 3a obOecriedeHre Oe30MacHOCTH
UH(pOpMaLMOHHBIX pecypcoB JIOVY.

3.12.2 Cucrema oOecneueHus HHPopmalroHHON Oe3omacHoctn JIOY obecneunBaeT
paszieneHrue MOJHOMOYMH B MH(OPMALMOHHBIX CHUCTEMaX, OOS3aHHOCTEH M OTBETCTBEHHOCTH
MEXIy pabOTHHKaMH, UCKITIOYArOIIee BO3MOKHOCTh HAPYIICHUS KPUTHUECKH BaXHBIX i JJOY
IPOIIECCOB MM CO3/IaHUS YA3BUMOCTEH B 3aIlluTe WH(POPMAIIMOHHBIX PECYPCOB.



3.13 IIpuHOMI MHHMMW3allMH MPABHIETHI HOJIb30BaTelIeH

OOecrieueHre  TOJB30BaTEIC  NPUBHJICTHSIMH  MHUHHUMAJIBHO  JOCTATOYHBIMH
JUTSL BBITIOJTHEHUST UMU cBouX (yHkinuid B JIOY, B COOTBETCTBUHM CO CBOMMH JIOJDKHOCTHBIMHU
0053aHHOCTSMU.

4 30HEI OTBETCTBEHHOCTH YJaCTHHKOB Iponecca odecneueHnsa HHQOPMALHOHHOH
0€e30IMacHOCTH

4.1 PykoBoactso JJOY

4.1.1 Coszpmaer ycnoBus, NpU KOTOpbIX Kaxablii pabotnuk JIOY 3HaeTr cBou
00s13aHHOCTH M 33/1a4d B OTHOIIEHHWU WH(OPMALMOHHBIX PECYpCOB M 0OECIEeUMBAET HaU4Me
HE0O0X0UMOro paszziefeHuss (YHKUMHA W TOJHOMOYMH B ILENAX HEJONMYIIECHHS KOH(IMKTA
UHTEPECOB.

4.1.2 Ha3nauaeT paOOTHHKOB, OTBETCTBEHHBIX 3a CO3JaHME U ucnojib3zoBanue C3U,
uHdpopmarun  obpabateiBacmoirt B JIOY, peanmzanmmio  TpOLECCOB  OOECTICUCHMSI
UH(POPMALIMOHHOM 0€30MaCHOCTH, a TAK)KE UX KOHTPOJIL.

4.1.3 Oo0ecrneunBaeT JOCTATOYHYIO YHCIEHHOCTh W KBaJU(UKAIMIO TEepCcoHaa,
OTBETCTBEHHOT'O 3a IMOCTPOEHHE M TOJEp’KaHHE IMPOLECCOB obecredeHus] HHPOPMALUOHHOM
Oe3omacHOCTH, BHenpeHue u ympasienue C3U, a Takxke KOHTPOJIb U MOHHUTOPHHI TEKYIIETO
COCTOSTHUS CHCTEMBI 00ecTieueHus: HHPpopMaImoHHo# 6e3onacHoctu JJOY.

4.1.4 Huunuupyer, OCYUIECTBIAET MOMICPKKY U KOHTPOIUPYET BBHIMOIHEHHE BCEX
nporeccoB obecrieueHus nHGpopmanronHoi 6e3omacuocT B JJOVY.

4.1.5 Amnamuszupyer pe3ynbTathl paboT 1o obecredeHH0  WHGOPMAIMOHHOMN
0€30MacHOCTH M Ha HUX OCHOBE NPUHUMAET PEIIEHUS O HEOOXOJUMOCTH Pa3BUTHSI CHCTEMBI
oOecrieyeHuss MH(GOPMAIIMOHHON O€30MaCHOCTH, €€ Pa3BUTUS, O BO3MOXKHOCTH HPUHATH
OCTAaTOYHBIX PUCKOB MH(OPMALMOHHONW 0€30MacHOCTH, O BBIIEICHUU PECYpPCOB, HEOOXOAMMBIX
i peanuszanuu [lonutuku nHGOpMamoHHONH 6€30MaCHOCTH.

4.2.1 Kommerentrsie noapasaencaus [0V

4.2.2 TloaroraBiuBarOT MpeIoKeHUus 1o jaopadorke [lonuTHkM WHPOPMALMOHHOM
0€30MacHOCTH B YaCTH TEXHUYECKOTO obecrieueHus nHpopMannoHHbix cucteM J[0VY.

4.2.3 PaspabatpiBatoT mpouenypsl 3(G(GEKTUBHOIO yIPaBICHUS TEXHHUYECKUMHU
U TPOTPaMMHBIMU CPEJICTBAMU HMH(POPMAIIMOHHBIX CUCTEM U MPHUMEHSIOT UX B MPAKTUYECKOM
JIESITEIbBHOCTH B OTHOLIEHUH BCEX CHCTEM, AelcTByroumx B JIOY.

4.2.4 OpraHusyloT  T[pOBEeJEHHWE  HEOOXOAMMOTO  HMHCTPYKTaXXa  pabOOTHUKOB
CTPYKTYPHBIX MOJpa3/ieJIeHUI B 4aCTH BOIPOCOB OE30MACHON AKCILTyaTalui WH(OPMALMOHHBIX
CHUCTEM.

4.2.5 O06ecneynBaroT 3alIUTy JAOCTYNa KO BCEMY CEPBEPHOMY UM KOMMYTAlUOHHOMY
000pYyIOBaHUIO, HOCHUTEISIM HH(POpMAIMK, KOTOpPbIE HCMONb3YIOTCS B COOTBETCTBYIOLIMX
CTPYKTYPHBIX TIOJpa3IeIICHUSIX.

4.2.6 OcCylecTBISAIOT MEPOIPUATUS MO MOJACPIKKE COMPOBOXKICHUSI U UCIOJIb30BAHUSA
MH(GOPMAILIMOHHBIX CUCTEM.

4.2.7 ObecnieunBaroT OTKa30yCTOMYUBOCTb BCETO IIPOrpaMMHO-aINapaTHOI O
KOMIUIEKCa U MPOLEAYpY perjaMeHTHPOBAHHOTO BOCCTAHOBIICHHS PabOTOCIOCOOHOCTH MOCIHE
OTKa30B KOMIIOHEHTOB.

4.2.7 PerynspHO OOHOBISIOT MPOTPaMMHBIE U MPOrPAMMHO-AINIAPATHBIE KOMILIEKCHI
C3U B HOY.

4.2.8 OcCylecTBISIIOT MOAIEPKKY (QYHKIIMOHUPOBAHUA WH(GOPMAIMOHHBIX CHCTEM



U TPUHUMAIOT HEOOXOJMMBIE MEphl IO KOH(MUTYPUPOBAHUIO CHCTEM [UIs OOECTeUeHHS
HeoOxoauMoro ypoBHs nHpopmarmonHou 6e3omacaoctu JIOY.

4.2.9 KoHTpoimpylOT pabOTOCIIOCOOHOCTh YCTPOMCTB OecriepeOOWHOTO  MUTAHUS
kpuTH4HbIX 11 JIOY nHpOpMallMOHHBIX CHCTEM.

4.2.10 ObecrieunBaroT (U3HYECKYIO 3aIUTy TOMEIICHHWA, B KOTOPBIX PACIOJIATar0TCs
kputnunble 111 JIOY uHpOpMaIIOHHBIE CUCTEMBI.

4.2.11 ObecreunBarOT COMPOBOXKICHUE YCTPONCTB KOHTPOJS JOCTyHa B IOMEIICHUS
JOV.

4.2.12 ObecnieunBaroT 3ammTy HHGOPMAIMOHHBIX pecypcoB JIOY ot ciywaitHoro
WM HAMEPEHHOTO YHUYTOXKEHUS, UCKaKEHUS, pas3TialieHusl.

4.2.13 KoHTpOnMpyIOT BBINOJHEHNWE YCTAaHOBJIEHHBIX MPABWI U MPOIeayp oOecreueHus
uHpopmannonHoi 6e3omnacHoctu B JI0OY.

4.2  PyxoBomwTeim CTPyKTypHBIX noapasaencHuii JIOY

4.3.1 OO06s3aHbI cOOMOIATH TPEOOBaHUS IEHCTBYIOIIETO 3aKOHOIATEIbCTBAa Poccuiickoit
Qenepanii ¥ BHyTpeHHUX AokyMeHToB JIOY B wyactu oOecnedeHus HHPOPMAIMOHHOM
0€30I1aCHOCTH.

4.3.2 Ob6ecreynBalOT KOHTPOIb 32 COONIIOJIGHHEM HOPM U TpaBUI oOOecreyeHus
MHPOPMALMOHHOW O€30MacHOCTH B CBOEM CTPYKTYPHOM IOJIPA3/ICICHUH M HH(OOPMUPYIOT
KOMIIETEHTHOE I0JIpa3/IeJIeHue O JIIOOBIX MOJO3PUTENBHBIX COOBITUSAX WM HapyLIICHUAX
JENCTBYIOIUX MpaBui obecreyeHus: THPOpMaIlMOHHOM 0€301acHOCTH.

4.3.3 OO6ecreunBaOT COOTBETCTBUE JeMcTBUI pabOTHHUKOB mozpasneneHus [lomutuke
nH)OpMAITMOHHOW  O€30MaCHOCTH, BHYTPEHHHUM  JIOKYMEHTaM 10  HMH(OpManuoOHHOMN
0e3omacHOCTH M JIOOBIM JPYrUM pacnopsbkeHusiM  pykoBoactBa JIOY mo Bompocam
nH(}OpMaAITMOHHOM 0€30MMaCHOCTH.

4.3.4 Opranu3yloT TpOBEJACHHE HEOOXOAWMOTO0 HMHCTPYyKTaka IO  BOIPOCaM
BBIMIOJTHEHHSI TpaBwil  MHGOPMAIMOHHON 0e30macHOCTH JJisi BCeX pPabOTHUKOB CBOETO
CTPYKTYPHOTO TO/Ipa3/IeICHHUS.

4.3.5 KoHTponupyIOT  BBIIOJIHEHWE  paOOTHHKAMH B CBOEM  CTPYKTYpHOM
MOJPa3/IeICHUN yCTAaHOBJICHHBIX TPaBWJI B IeNAx obecrieueHust (U3NIECKON Oe30MmacHOCTH
KOMITBIOTEPHOT'0 000PYAOBaHUs U HOCUTENEH nH(pOpMaIHH.

4.3.6 CBoeBpeMEHHO MH(POPMHUPYIOT PYKOBOJCTBO O BCEX BBISBICHHBIX COOSIX B paboTe
UH(POPMALIMOHHBIX CUCTEM.

4.3.7 KoHTpoiupYyIOT JOCTyH K HEOOXOAMMBIM HH(POPMAIMOHHBIMH pecypcam
paOOTHUKOB CBOETO CTPYKTYPHOTO TMOJpPA3JEICHUSI B COOTBETCTBUM C HOTPEOHOCTHIO
B IIpeJiesIax CITYKEOHBIX 00s13aHHOCTEN.

43  PaGorauxu JOY

4.4.1 CoOmomaroT W  BBHIOJHAKOT TpeboBanuss Ilomutukun  wHOOpPMAITMOHHON
0€30macHOCTH, COOTBETCTBYIOIIMX JIOKAJIbHBIX aKTOB, JokyMeHTOB JIOY mo Bompocam
nH(}OpMaAITMOHHOM 0€30MMaCHOCTH.

4.4.2 CobmomaroT KOH(QUACHIUAILHOCTh JAHHBIX, JOCTYIl K KOTOPBIM OBLT HMH
MOJTyYeH.

4.4.3 OobecneunBaioT (U3NUECKYI0 O€30IaCHOCTh BCErO TEXHUYECKOTO0 000pYy10BaHUS U
HocuTenell nHpopMaIHy, UCIIOJIb3yEMBbIX B padoTe.

444 He  pomyckalOT CaMOBOJIBHOTO  MOJKJIKOYEHHUS W HCHOJIb30BAHUS
B aBTOMAaTU3MPOBAHHOW HMH(POPMAIMOHHOW CHCTEME JMYHOI'O KOMITBIOTEPHOTO M LH(POBOTO
000pyI0BaHuUs, a TAK)KE HOCUTENICH HHPOPMAIIUH.



44.5 He pomyckailoT CaMOBOJBHYIO YCTAHOBKY MPOTPAMMHOTO OO€CIeUeHUs
Ha KOMIIBIOTEPHI, BXOASIIHIE B COCTaB MH(POPMAITMOHHON CHCTEMBI.

4.4.6 CBoeBpeMCHHO  HHPOPMHUPYIOT  PYKOBOJIUTENSE  CBOETO  CTPYKTYPHOTO
HOJpAa3JeNIeHUs] O BCEX CllydasX HapylleHus HHQPOPMAlLMOHHON O0e30MacHOCTH M O BCEX
BBISIBJICHHBIX COOSX B paboTe NPOrpaMMHBIX U MPOTrpaMMHO-aNIapaTHBIX CPEJCTB.

4.4.7 TlposBASIOT OCMOTPUTEIBHOCTh B OTHOLLICHHUH JIIOOBIX JEHCTBUM, KOTOPBIE MOTYT
MOBJIEYb 32 COOOM CHMKEHHE YPOBHS HHPOPMAIMOHHON 0€3011aCHOCTH.

44  CroponHue pU3NICCKUC U IOPUAUICCKHAC JTUIIA

CobmoatoT U BBHIMONHSIOT TpeboBanusa [lonmutuku nHOpmMannoHHONW O€30MacHOCTH,
COOTBETCTBYIOIIUX JIOKAJIbHBIX akTOB M JokyMeHTOB JIOY wu gpyrux pacnopskeHUi
PYKOBOJICTBA 110 BOIIpOcaM HH(OPMAIMOHHON O€30MacHOCTU IPU HCIOJIHEHHH JOTOBOPHBIX
0053aTenbCTB

5 OcHOBHEIE TpeOOBaHMS IO 3aIIUTE HHOOPMAIUH OTPAHUICHHOTO JOCTyNa

5.1 OO6mume TpeGoBaHMA

5.1.1 B OV nHeobxoaumo coOIOAaTh PEXUM O€30MaCHOCTH, MPEAYCMAaTPHUBAIOIIII
pcam3aniio OPraHu3allMOHHO-TCXHUYCCKUX MepOHpI/ISITI/If/’I, HaIlpaBJICHHBIX Ha OGGCHG‘ICHI/IG
KOH(QUACHIIMATLHOCTH HMHPOpPMAIMK, JOCTYNl K KOTOPOW OrpaHUYeH B COOTBETCTBUU
¢ TpeOOBaHUSAMH 3aKOHOAATENLCTBA Poccuiickoit denepanuu.

5.1.2 B JAOVY ocymectBisercs o06paboTka W XpaHeHue MHPOpPMAIMU OTPAHUYEHHOTO
noctyna (DocTyn K KOTOpOM orpaHudeH (enepanbHBIMH 3aKOHAMH U CIIYXKCOHOM

HEO0OXOAMMOCTBIO).
5.1.3 B JIOY nomxeH ObITh pa3paboTaH mepedyeHb HHGOpMalUUd OrpaHUYEHHOIO
JIOCTYTIA.

514 JOVY, «xak oOnazarens  UHGOpMAUU  OTPaHUYEHHOTO  JOCTYIIA,
IPY OCYIIECTBICHUH CBOMX IpaB 00sI3aHa:

- coOroAaTh MpaBa 1 3aKOHHbIE HHTEPECHI MHBIX JIULL;

- MPUHUMATH MEPHI TI0 3aIUTe HHPOpPMAIIHH;

- OTpaHUYMBATH JOCTYN K HHQPOpMAIMH, €CIU Takas OOS3aHHOCTh YCTaHOBJIEHA
benepanbHBIMU 3aKOHAMHU.

5.1.5 JOY, kak obmamatenp HHPOPMAIMM OTPAHUYEHHOTO JIOCTYyMa, €CIH HHOE
HE MPeyCMOTPEHO (eiepaaIbHBIMI 3aKOHAMHU, BIIPABE:

- paspeliaTh WIM OTPaHUYUBATH JOCTYN K HMH(OpMALIUU, ONPEAeNsTh MOPSA0K
U YCJIOBHSI TaKOI'O JIOCTYTIA;

- UCIMOJIb30BaTh HH(OpPMAIHMIO, B TOM YHCIE paclpoCTpaHsATh €€, IO CBOEMY
YCMOTPEHHIO;

- nepenaBaTh HMHQOpPMAIMIO JIPYrUM JUIIAM HA YCTAaHOBIEHHOM 3aKOHOM
OCHOBaHUU;

- 3alMIIaTh yCTAHOBJICHHBIMU 3aKOHOM CIOCOOAMH CBOM TMpaBa B Cllydae
HE3aKOHHOTO MOTy4YeHHs UH(OpMAaLUK WM €€ HE3aKOHHOTO HCI0JIb30BAHUS WHBIMHU JIUIAMH;

- OCYILECTBIISATh MHBIE JACUCTBUS C MH(OpMaIe UM pazpemarb OCyIIeCTBICHHUE
TaKUX JCHCTBUI, €clii 3TU JEHCTBUS HE MPOTUBOpedYaT (enepasbHbIM 3aKOHAM U JIPYTUM
HOPMaTUBHO-IIPaBOBBIM aKTaM PETYJISITOPOB.

5.1.6 J1OYVY, sBnssack oOmanatesneM HHPOpPMAIMM OTPAaHMUYEHHOTO JOCTYyMa, B CIydasx,
YCTaHOBJICHHBIX 3aKOHOJATELCTBOM P®D, 00s13aHa 00ecieynTh:

- npenorpamienne HCJ x wundopmammu u (wim) mnepegaud ee JIHIaM,



HE UMEIOIIMM IIpaBa Ha JOCTYI K HHPOPMALIUY;

- cBoeBpeMeHHoe oOHapysxeHue (akroB HCJI x nundopmarum;

- HEJIOMyIIEHUE BO3ICHCTBUS HAa TEXHUYECKHE CpecTBAa 00pabOTKN HH(POpMAIUH, B
pe3yJbTaTe KOTOpOro HapymaeTcs ux (yHKIMOHUPOBAHUE;

- BO3MO>KHOCTh peraaMeHTUPOBAHHOTO BOCCTAHOBJICHMUSI uHpOpManuHy,
MOJIUGHUIMPOBAHHON WM YHUUTOKEHHOM BCIIEACTBUE HECAHKIIMOHUPOBAHHOTO JIOCTYTA K HEll;

- MOCTOSTHHBIA KOHTPOJIb 32 00€CIIeYeHHEM YPOBHS 3alUIIEHHOCTH HH(OPMALIUH.

5.1.7 3ammra uHbOpMALMK OTPAHUYEHHOTO JOCTyHa MpeACTaBiIseT co0oil mpuHsTHE
MIPABOBBIX, OPraHU3A[MOHHBIX U TEXHUUYECKUX MEp, HAIIPaBJIEHHBIX Ha:

- coOuroieHre KOH(UASHIIMATFHOCTH HH(pOopMaIuy (MCKII0UEHHE HEITPABOMEPHOTO
JIOCTYIIa, KOMUPOBAaHMS, IIPEAOCTABICHHS WM PACIIPOCTPaHEHUsI HH(DOPMaLUK);

- o0ecrieyeHne WEIOCTHOCTH HMH(POpPMaluu  (MCKIIOYEHHE  HEMPABOMEPHOTO
YHUYTOXKEHUS WM MOAU(PUITIPOBAHUS HH(DOPMAITUN);

- peanu3anyio mpaBa Ha JOCTYH K HMHQOpManuu (HCKIIOYEHHE HEIPABOMEPHOTO
OJIOKMpOBaHUS HHPOPMAIIHUH).

5.2 OpraHu3anys 3a0UuTe KOHGHASHIHAIBHOH HHGOpMaIUN

52.1 Ilpu opranmzammu B JIOY 3ammrsl uHbOpMalMKU OrPAaHUYEHHOIO JOCTYTa,
HEOOXOJUMO pPYKOBOJACTBOBaThca TpeOoBanusiMu dDenepanpHoro 3akoHa ot 27.07.2006
Ne 149-®3 «O6 undpopmanuu, UHGOPMAMOHHBIX TEXHOJOTHAX U O 3allUTe MH(OpMAIUN»
u @enepanbHoro 3akoHa ot 27.07.2006 Ne 152-®3 «O mnepcoHalbHBIX JaHHBIX», KOTOpHIE
PETYJIHUPYIOT OTHOILIEHUS, CBA3aHHBIE C YCTAHOBIEHUEM, U3MEHEHUEM M IIPEKPALICHUEM peXUMa
00paboTKH 3amunaeMoil HHGOpMaIIIH.

522 B JIOY HeoOxoguMo coOMIOAATh PEXHUM 3allMThl  KOH(HUIECHIHAIHHON
undopmaruu (manee — KN):

- orpannuenue nocryna k KU, myrem ycraHoBiieHus mopsiika oOpallleHusi ¢ 3TOH
uH(pOopMaLuei 1 KOHTPOJIS 3a COOII0AEHUEM TAaKOT0 MOPSIKa;

- yueT JIUL, NoxyduBmuX goctyn Kk KW, u (uau) mui, KOTopsIM Takasi HHpopManus
ObuIa IpeOCTaBlIeHa WM NIEpejaHa;

- peryiupoBaHue OTHOIIEHHWHA 10 wucnonb3oBanuo KW, ¢ pabGoTHuKaMu
Ha OCHOBAHMM TPYJOBBIX JOTOBOPOB M KOHTPAareHTaMHM Ha OCHOBAaHUM TI'PAKIAHCKO-IIPABOBBIX
JIOTOBOPOB;

- UCIIOJIB30BAaHUE MaTepHUaIbHBIX Hocutenel, conepxkamux KU B coorBeTcTBHM
C YTBEPKJIEHHBIM MOPSJIKOM, HCKIIIOUAIOIUM HECAHKIIMOHUPOBAHHBIN JIOCTYII K HUM.

523 Jlns obecneuenust 3aummtel KM JIOY BopaBe NPUMEHATH CPEACTBA U METOMbI
TE€XHUYECKOH 3allWThl, NPEANPUHUMATL APYTHe, HE NPOTHBOpEYALUe 3aKOHOAATeNbCTBY PD,
MEDBI.

5.2.4 B nensax oxpansl KU, B pamkax TpyJ0BbIX OTHOIIEHUH HEOOXOAMMO:

- O3HAKOMHUTH TOJ] PACMUCKY paOOTHHKOB, MOCTyN KoTopwix kK KU, Heobxomum
JUI BBIITOJIHEHHUSI UMM CBOMX CITyeOHBIX 00s3aHHOCTeH, ¢ nepeuHeM KU, 1 ycTaHOBIEHHBIM B
JOVY pexumom 3aumutsl KU, a Taxoke MepamMu OTBETCTBEHHOCTH 32 €TI0 HapYILLIEHUE;

- co3aTh pabOTHUKAM HEOOXOAMMBIE YCJIOBUS Ui COOMIOACHUS YCTaHOBIIEHHOTO
pexuma 3amutsel KN.

5.2.5 Pa6otnuku /IOY, 00s3aHbl BBIIOIHATH YCTaHOBJICHHBIA B JJOY pexum 3aliuThl
KW, nve pazrnamate uHbopmanuio, coctapisonryto KU1, u He ucnons30Bath 3Ty HHPOPMALIUIO
B JIMYHBIX LIEJIAX.



53 Oco0eHHOCTH 3aIUTHI IEPCOHANBHBIX JaHHBIX

5.3.1 Ilpum oprammzamuu B JIOY 3ammThl NEPCOHATBHBIX JAHHBIX HEOOXOIUMO
pykoBoacTBoBaThcsl TpeOoBaHusiMu denepanbHoro 3akoHa ot 27.07.2006 Nel52-@3
«O mepcoHaJIbHBIX JTAaHHBIX», KOTOPBIM PETyJIHUPYeT OTHOIICHHUS, CBS3aHHBIE ¢ 00pabOTKOM
U XpaHEHHEM I[IE€pPCOHANbHBIX JaHHBIX TpaKJaH U OINpeAenseT TpeOOBaHHA IO 3allluTe
UX KOH(UIEHITNATIBHOCTH.

53.2 JJOVY caMOCTOATENbHO OINpeAesieT COCTaB M IepeuyeHb Mep, HEOOXOIUMBIX
U JIOCTAaTOYHBIX JuIi OOECleYeHUs BBINOJIHEHUS O0O0s3aHHOCTEH, NPeayCMOTPEHHBIX
®enepanbHbIM 3aK0HOM OT 27.07.2006 Nel52-®3 «O mepcoHanbHBIX JaHHBIX» U IPHHITBIMU
B COOTBETCTBUM C HHUM HOPMATHUBHBIMHU IMPABOBBIMU AKTAMH, €CIM MHOE HE MPETyCMOTPEHO
®enepanbHbiM 3aKOHOM OT 27.07.2006 Nel52-®3 «O mepcoHalbHBIX MAHHBIX» WU IPYyTUMU
benepanbHBIMU 3aKOHAMH.

5.3.3 [Ilepeuenn Mep, BBITIOJIHEHHE KOTOphIX obecrieunBaet JJOY B kaduecTBe omeparopa
NEPCOHAIBHBIX JaHHbBIX, JOJDKEH BKIIIOYATH!

- HazHadyeHne B JIOY OTBETCTBEHHOIO 3a OpraHHU3aIiio 00pabOTKU MEePCOHATBHBIX
JTAHHBIX;

- uznanue JIOY NOKyMEHTOB, ONpENENSIONIMX €€ IMOJUTUKY B OTHOIICHUHU
00paboOTKN MEePCOHANBHBIX JAaHHBIX, JIOKATbHBIX aKTOB 0 BOIpocaM 00pabOTKH MEPCOHANbHBIX
JaHHBIX, a TaKXe JOKAJIbHBIX aKTOB, YCTAaHABIMBAIOIIUX MPOLEAYPHI, HAIPABICHHBIC
Ha I[PEeNOTBpalleHWE W BBIABICHHE HapylIeHWM 3akoHoaarenbctBa P®, ycTpaHeHue
MIOCJIEICTBUM TaKUX HAPYILICHU;

- IPUMEHEHUE MTPaBOBbIX, OPTaHNU3ALUOHHBIX U TEXHUYECKUX Mep M0 00eCreYeHUIO
0€30IaCHOCTH TEePCOHAIBHBIX JaHHBIX B COOTBETCTBHM cO cTaThel 19 dexepasnbHOro 3akoHa
oT 27.07.2006 Nel152-D3 «O nepcoHAIbHBIX JTAHHBIX»;

- OLIEHKY Bpe€Ja, KOTOPBIH MOXKET OBbITh NPUYMHEH CYOBEKTaM IEepCOHAIBHBIX
JIaHHBIX B ciaydae HapymeHuss @enepanbHoro 3akoHa oT 27.07.2006 Nel52-d3
«O mepcoHaNIbHBIX JAHHBIX», COOTHOIICHHWE YKAa3aHHOTO Bpela M INPUHHMAEMBbIX ONEpaTOPOM
Mep, HalpaBJICHHbIX Ha OOEeCHe4YeHHWe BBHINOJHEHHUS OO0S3aHHOCTEH, MPelyCMOTPEHHBIX
®enepanbHbIM 3aK0HOM OT 27.07.2006 Nol152-D3 «O nepcoHAbHBIX TaHHBIXY;

- o3HakomiieHue pabotHukoB JIOY, HemocpeacTBEHHO  OCYIIECTBIISIIOIIUX
00paboOTKy NMEpPCOHAJIBHBIX JAHHBIX, C MOJOXKEHUSAMHU 3aKoHoJaTeslbcTBa PO 0 mepcoHambHBIX
JaHHBIX, B TOM 4YHCIE TpeOOBaHUSMU K 3alIUTE€ MNEPCOHAIBHBIX MAHHBIX, JOKYMEHTaMH,
onpeaensomuMu  noauTUKy ABP B oTHomeHun o00pabOTKM MEpPCOHANBHBIX JaHHBIX,
JOKaJbHBIMM aKTaMH 10 BOIpocaM o0OpabOTKM MEpCOHANBHBIX JAHHBIX U OOYyYeHHe,
MpU HEOOXOIMMOCTH, YKa3aHHBIX paOOTHUKOB.

5.3.4 JOY npu o0paboTKe MepcoOHANBHBIX JAaHHBIX 00s3aHa MPUHUMATH HEOOXOIUMbIC
[IPaBOBbIC, OpPraHM3AI[MOHHbIE W TEXHUYECKHE Mepbl WIM OOeCHeuyuBaTh HMX MPUHATHE
JUISL 3alUThl MEPCOHAJIBHBIX JAHHBIX OT HENPAaBOMEPHOI'O WM CIy4allHOro JOCTymna K HHM,
YHUUTOXKEHUS, U3MEHEHUS, OJIOKMPOBAaHMs, KOMUPOBAHUS, MPEJOCTABICHHS, PACIpPOCTPAHEHHS
MEPCOHANIBHBIX JAHHBIX, a4 TaKXK€ OT MHBIX HEMPABOMEPHBIX JCHCTBUA B OTHOIICHUH
MEPCOHANBHBIX JaHHbIX.

5.3.5 OOGecrneyenue 6€30MaCHOCTH NMEPCOHATBHBIX JAHHBIX JOCTUTAETCS, B YACTHOCTHU:

- OIIpe/IeIEeHUEM YIpo3 U HapylIuTeNell 0e30MacHOCTH MEePCOHAIBHBIX JTaHHBIX
pHu UX 00paboTKe B MH(POPMAITMOHHBIX CHCTEMax NepPCOHaNbHBIX MaHHbIX (nanee — UCII/In);

- npoBeneHuem knaccupukanuu MCIIIH B cooTBeTCTBUM € TpeOOBaHUSAMHU
[ToctanoBnenus IlpaButensctBa PO ot 01.11.2012 Ne 1119 «O6 yTBepxkacHNN TpeOOBaHUN



K 3allUTe MEPCOHAJBHBIX JaHHBIX NpU HUX 00paboTke B HMHMOPMAIMOHHBIX CHUCTEMax
MEPCOHANIBHBIX TaHHBIX», U OlpeeeHreM kiacca 3amunieHHoctu s UCI/IH;

- IPUMEHEHUEM OpTraHU3alMOHHBIX W TEXHUYECKUX Mep 10 00ecrnedeHuIo
0e30MacHOCTH TEPCOHAJbHBIX JAaHHbIX mpu ux obpadorke B MCII[H, HE0OXO0AUMBIX
JUIsL BBITIOJIHEHUST TpPeOOBAaHUM K 3allUTE IEPCOHAIbHBIX JAHHBIX, HCIHOJHEHHE KOTOPBIX
oOecrieunBaeT BEIOpaHHBIE YPOBHU 3aIIUIIIEHHOCTH EPCOHABHBIX JaHHBIX;

- IPUMEHEHHUEM [MPOLICAIIUX B YCTAaHOBJICHHOM IOPSAJKE IMPOLEAYp OLCHKHU
COOTBETCTBUS CPEJICTB 3aILUTHI HHPOPMaLUHY;

- OIleHKON A(h()EKTUBHOCTH MPUHUMAEMBIX MEpP MO OOCCIEUYCHHIO OE30MacHOCTH
MEePCOHANIBHBIX JIaHHBIX J10 BBOJA B AKcIutyatauo UCIIH;

- Y4E€TOM MAaIIMHHBIX HOCUTENEN NePCOHANBHBIX JaHHBIX;

- obHapy>xenneM ¢akroB HC/I k mepcoHalbHBIM JaHHBIM U IPHHATHEM MED;

- BOCCTaHOBJICHUEM MIEPCOHAIIBHBIX JAHHBIX, MOJIU(ULIMPOBAHHBIX
Wi yHUuTOXeHHBIX BeneacTsue HC/I k Huwm;

- YCTaHOBJICHHEM MpPaBHJI JOCTYIa K MEPCOHANBHBIM JaHHBIM, 00pabaThIBaeMbIM
B UCII/IH, a Taxxke oOecredeHMEM perucTpalMy M ydeTra BceX JCHCTBHI, COBepIaeMbIX
¢ nepcoHanbHbIMU AaHHbIMU B UCII/]H;

- KOHTPOJIEM 32 [PUHUMAEMbIMU MepaMu 1O obOecrneyeHuto 0e30MacHOCTU
NIEPCOHAIBHBIX JaHHbIX U ypoBH: 3amuieHHoctu UCII/IH.

5.3.6 PabGotauku JIOY nomxHBI OBITH O3HAKOMJIEHBI IMOJ POCIUCH C JTOKyMEHTaMU
JOY, ycTaHaBIUBAIOMIMMU HOPSIIOK 00paOOTKH MEPCOHANBHBIX JaHHBIX, a TaKke 00 UX MpaBax,
00S13aHHOCTSIX U OTBETCTBEHHOCTH.

6 OcHoBHBIEe TpeOOBaHHUA K IpoleccaM obecredeHns HHHpOpMaHOHHOH 6e30macHOCTH

6.1 OOmme 1oJI0XkKeHUs

MeTtoaudeckoe PpPyKOBOJACTBO, pa3pabOTKy KOHKPETHBIX TpeOOBaHUI M0 3aliuTe
nH(pOPMAIINH, COTIACOBAHNE BHIOOPA CPEJICTB BRIYUCIUTEIIFHON TEXHUKHU U CBSI3U, TEXHHUECKUX
U TPOTPAMMHBIX CPEICTB 3alUThI, OPraHU3alUI0 pPa0dOT MO BBISIBICHUIO BO3MOXHOCTEH
U TPEAYNPSKICHUIO YTEYKH ¥ HApPYHOICHUS IEJOCTHOCTH 3allUIaeMoil HWH(pOopMarmm
OCYIIECTBIISIIOT KOMIIETEHTHBIE TOJDKHOCTHEIE uma IOV .

6.2  dusmueckas 6e30macHOCTH U 6€30IMaCHOCTH Ha pabodeM MeCTe

6.2.1 Cucrema 3amutsl 31aHuil U nomenieHui JJOY, 00bEKTOB U TEXHUYECKUX CPEICTB
nHpopmarmoHHbIx cucteM JIOY obecrieunBaeT BBHITTOJHEHHUE CICAYIONTUX (PYHKITHI:

- pasrpaHuyeHue JaocTyna paboTHUKOB B momerieHus JOY B COOTBETCTBHH
C MX MOJTHOMOYHSMH U (DYHKIMOHATBHBIMH 00SI3aHHOCTSIMU;

- peructpanuio (HakToB BXOJa pPaOOTHUKOB B TIOMEHICHHS C IIOBBIIICHHBIMH
TpeOOBAaHUSMU K PEKUMY UX MOCEIICHUS (CEpBEPHBIC MOMEIIEHUS, APXUBHI U T.11.);

- peructparnuio GakToB BX0oAa MOCTOPOHHUX Tl B 3qarus [JOVY;

- NpeIOoTBpalleHHE JOCTYyNa MOCTOPOHHUX JIMII B TOMEIIEHUS, T/Ie pa3MelIeHbI
anmapaTHbIC U CETEBBIC PECYPCHl HHPOPMAITHOHHBIX CUCTEM;

- pa3pelIuTeNbHBI  PEeXUM  BHOCA/BBIHOCA  (BBO3a/BBIBO33a)  KOMITBIOTEPHOTO
000pYyI0BaHUs, CPEJICTB 3aITUCH M XpaHECHUS WH(POPMAITHH.

6.2.2 OmnpenensieTcsi MepeyeHb TEXHUYECKUX CPEJCTB, HAXOISIIMXCS B CHELUATbHBIX
KOHTPOJIUPYEMBIX 30HaX.

6.2.3 K TexXxHWYECKHMM CpEICTBAM, KOTOPHIC BBINEISAIOTCS B  CIHCIHAIILHBIC
KOHTPOJIUPYEMBIE 30HBI HEOOXOAMMO OTHECTH CIIEAYIOILIUE TPYIIIbI PECYPCOB:



- OCHOBHBIE MH()OPMAIIOHHBIE CEPBEPHI U CPEICTBAa BHIUYUCIUTEILHONW TEXHUKH,
Ha KOTOPBIX OCyIIeCTBIseTcss oO0paboTka U XpaHeHHe HMH(POpPMAIMH OTPaHHYEHHOTO
pacupoCTpaHeHus;

- ceTeBoe 000pyJOBaHHE U cepBephl, obecreuuBaromye padoTy KPUTHUECKHX
CHUCTEM;

- ¢aiinoBble cepBephl, HA KOTOPBIX XpaHATCA JaHHBIE, B TOM YHCIIE PE3EPBHBIC;

- KpuTH4Hble s festenbHocTH  JIOY  cucTeMbl W KOMMYHHKaIlMOHHOE
o0opynoBaHue, odbecneunBaroniee BHeIIHUe KommyHukaun /J0Y.

6.2.4 KoHTponupyemble 30HbI 3alUIIAIOTCS COOTBETCTBYIOIIUMU CUCTEMaMU KOHTPOJIS
U YIpaBJIeHUs AOCTYIIOM, 00ecreunBas JOCTYI TOJIBKO aBTOPU30BAHHOMY MIEPCOHATY.

6.2.5 JlocTyn B KOHTPOJUPYEMBIE 30HBI CTOPOHHUX JIUIl WJIM MPEICTABUTEIEH APYTUX
OpraHu3aIii BO3MOKEH TOJIKO B COMPOBOXKICHUH YIIOJIHOMOYEHHOTO padoTHuKa JJOVY.

6.2.6 Pa3Memienne U OKCIuTyaTtanuds pabO4YuX CTaHIHWA, CEPBEPOB M CETEBOTO
obopynoBanust JIOY ocymecTBisieTcs B MOMEUICHUAX, 000PYIOBaHHBIX 3aMKaMH, CPEACTBAMHU
CUTHanmu3auuu W (Ipu HEOOXOIMMOCTH) TOCTOSIHHO HAXOMIALIUXCA TOJ  OXpaHOoi
WM HaOJIIOIEHUEM.

6.2.7 Pa3MenieHne TEXHUYECKUX CPEACTB BbIBOJAa M OTOOpaskeHUs WHGOpMAIUU
B nomemeHusasx JOY npousBOOUTCS € y4eTOM MCKIIOYEHHS BO3MOXHOCTH BH3YalbHOIO
IpocMOTpa UH(pOpPMAIMK MTOCTOPOHHUMHU JIUIIAMUA U IEPCOHAIIOM, HE JOMYIIEHHBIM K padoTte
C IaHHOM UH(OpMaIHEi.

6.2.8 Pabotnuku JIOY Ha MOMEHT CBOEro OTCYTCTBHS Ha paboueM MecTe 00s3aHBI
UCKJIIIOYUTh BO3MOXKHOCTh HAJIW4YUsl Ha pabodyeM CToje JOKYMEHTOB WJIM HOCUTENeH
C 3aIuIIaeMol HHPpOpMaLUe.

6.2.9 Texuuveckne cpeiacTBa W O0OPYIOBAaHWE JIOJDKHBI Pa3MEIIAThCs W XPAHUTHCS
TakuM 00pa3oM, 4YTOOBI COKpPaTHUTh BO3MOXHBIM pPHUCK €ro TOBPESXKACHUS U  YIPO3BI
HECaHKIIMOHUPOBAHHOTO JOCTYTIA.

6.2.10 ITomemenuss JIOY nmomxHBl OBITH  000OpPYIOBAaHBI  JETEKTOPAMHU  JIbIMA,
OTHETYIIUTEIISIMU.

6.2.11 OcHoBHOe TexHHYeckoe obOopyaoBanue JOY nomkHO OBITh 3alIUIICHO
0T nepe0oeB B MM0j1a4e JICKTPOIHEPTUH MyTEM MOJKIIOUEHHUS K 3JIEKTPOCETH ¢ MPUMEHEHUEM
HMCTOYHHUKOB OecriepeOoitHoro muTaHus. Vctounukm OecriepeOONHOTO MHUTAHHS HEOOXOIMMO
PEryJsipHO TECTHPOBATh U MPOBEPSTH YMOJIHOMOYEHHBIM paboTHuKaMm JOY B cooTBeTCTBUU
C pEKOMEHIAIMSIMH ITPOU3BOIUTEIS.

6.2.12 Ilonp3oBaTenn NOPTATUBHBIX TEXHUUYECKHUX CPEACTB HE JOJKHBI OCTaBIATh
TEXHUYECKOE 000py0BaHUE U HOCUTENH WH(pOpMaIuu 6€3 mprucMoTpa.

6.2.13 IlopTaTuBHBIE TEXHUYECKHE CPEJCTBA HE JOJKHBI OCTaBaThbCs 3a NpelneIaMu
KoHTposnupyemoit 3oubl JIOY ponbiie, yem Toro TpelOyer ciykeOHas HEOOXOAUMOCTb, €CIIU
WHOE He orpezeseHo pykoojactsoM JIOVY.

6.3  BezomacHOCTH mpu paboTe C HOCUTEIAMHU HHGPOPMAIIH

6.3.1 B JOY momxkHBI cCOOMOIATECS MEPHI MO 0€30mMacHOl pabdoTe C ANEKTPOHHBIMHU
HOCUTEISIMH HH(OpPMALMU C LEIbI0 KOHTPOJNS HX HCIONb30BaHUS, I NPEIOTBPAIICHUS
HECaHKI[MOHMPOBAHHOT'O KOMMPOBAaHUS W PA3rJalleHus 3alluinaeMol MH(POpMaluu, BHECEHUS
U3MEHEHUH WIM YHUYTOXKEHUS YyKa3aHHOM HHpopManuu, a Takke BHECEHHMS H3MEHEHH
B pa0oTy HH(GOPMALIMOHHBIX CUCTEM.

6.3.2 Paborauku /IOY nOKHBI MCHOJIB30BATH AJIEKTPOHHBIE HOCUTETH HH(OpMAIUH
TOJIBKO JJIS BBIMOJHEHHS] CBOMX CIY>KEOHbIX o0Osi3aHHOCTeH. lcronb3oBaHHE 3IEKTPOHHBIX



Hocurener nadopmamnmu B IOY B HHBIX HENSIX CTPOTO 3aNPEIICHO.

6.3.3 DOnexktponHble HocuTenu uHMopmaruu B JIOY MODKHBI OBITH YYTEHBI ITyTEM
IIPUCBOEHUS KaX10My HOCUTEII0 HHBEHTAapU3allMIOHHOTO HOMEPA U Ha3HAYEHUS BIIAJEIIbLA.

6.3.4 DreKTpOHHbIE HOCHUTEIN WHGOPMAlMU JOJKHBl XPAHUTHCA B IOMEICHUSX,
uckimoyaromux noiayderne Kk HuM HCJI, mpu 3ToM H0oimKeH OBITh 00ecTiedeH KOHTPOIIb JTOCTYTIa
K HOCHUTEJIISIM.

6.3.5 ]l KOHTpOJISI MPOILIECCOB UCIIOJIb30BAHUS U XPAHEHUS 3JIEKTPOHHBIX HOCHUTENEH
UH(POPMALIUH TOJIKEH OBITh pa3padoTaH MOPAA0K IUIAHOBOM MHBEHTapU3allul HOCUTEIEH.

6.3.6 B ciydae kpaku WIM MOTEpU AJIEKTPOHHBIX HOCUTENeH MH(pOpMallnu, a TaKxke
UHBIX HHIMJIEHTOB, KOTOpble MOTYT HPUBECTH K pa3rJallleHUI0 3allWIIaeMoil MHGopMaluy,
JOJIKHBI IPOBOAUTHCS MEPOIPUSITHS I10 PACCIIEIOBAaHUIO YKa3aHHBIX UHIIUJIEHTOB.

6.3.7 Ilpu cHATHM 3JIEKTPOHHOTO HOCUTENS UH(OPMAIIMU C HKCIUTyaTalluH, BCE JaHHBIE,
XpaHALIUEeCs Ha HEM, JIOJDKHBI ObITh TAPAHTUPOBAHHO CTEPTHI.

6.3.8 Tlpm yTwIM3anmuu DdJICKTPOHHBIX HOcUTene wuHQOpMauu [OJDKHA OBITh
obecreyeHa HeBO3MOKHOCTh BOCCTAHOBIICHUS 3allMCAaHHON HA HUX WH(OpMAIUH.

6.3.9 @akT yHHYTOKEHUS HHGOpPMAIMM ¥ YTHIM3AIMH HOCUTENS HWHGOpMAIUU
bukcupyercsi B COOTBETCTBUH C MOPSAIKOM, ycTaHOBIEHHBIM B JIOVY.

6.4  Texmmdeckoe oOcTykuBaHHE 000pyJOBaHUA

6.4.1 Texuuueckue cpencrsa Bcex cucteM JJOY NOIKHBI NPOXOIUTH HA PETYJISAPHOU
OCHOBE CEpPBUCHOE OOCIy)KHBAHHE B COOTBETCTBHHM C PEKOMEHIAIMSIMH MPOU3BOAUTENEH
00opyoBaHUsl.

6.4.2 PemOoHT ® cepBUCHOE OOCTY>KHBaHHE OOOPYIOBAaHUS JIOJDKHBI BBITTOJHITHCS
TOJILKO KBAJIM(HUIIMPOBAHHBIM IEPCOHATIOM.

6.4.3 Texuuyeckoe oOcTyXuBaHUE  OOOPYIOBaHHUSA H  CHCTEM  CTOPOHHUMH
OpraHu3alsIMH  HE JOJDKHO TPHUBOJUTH K PUCKY HapylmIeHHS KOHQUACHIUATEHOCTH
3alUIIaeMoil HHPOpMaIIIH.

6.5 B3auMozeiicTBHE ¢ TPETPUMU JIMLIAMH

B nemsix obecneuenuss undopmanuonHoit 6e3omacuoctu JAOY mpu B3auMoaeicTBHH
C TPETHUMHU JINLIAMU JIOJKHBI BBIITIOJHATHCS CIEAYIOIINE MEPOIPUSITHS:

- 3aKJII0YEHHE COTJIAllleH!s O Hepas3rialleHMH KOHQUIeHIIMaIbHOI HH(popMaIH;

- KOHTPOJIb 3a JIEHCTBUSIMU TPEThUX JIUII;

- B JIOTOBOpax C TPEThUMH JIMLAMU MpeaycMarpuBarh npaso OV Ha nposenenue
aynuTa obecrieueHus: 6e30MacHOCTH TOM HH(OPMALIUK, KOTOpast IEPEeIaeTCsl TPETHUM JIMIIAM.

6.6 AHTHBHpYCHAs 3amUTa

6.6.1 B memsx npemynpexaeHus, OOHAPYKEHUS U yCTPAHEHHs BPEJOHOCHBIX TIPOrPaMM
B J10Y Ha noCTOSHHON OCHOBE JI0OJ>KHBI UCIIOJIB30BATHCS CPEACTBA AaHTUBUPYCHOM 3aIIUTHI.

6.6.2 OO0s3aTeTbHOMY aHTUBHPYCHOMY KOHTPOJIO JIOJDKHA TIOJJICKATh  JIr00as
uHpopmanus (TeKcToBble (ailyibl MOOBIX (GopMaToB, (allinbl JaHHBIX, UCHOJTHSIEMbIE (aiiibl),
nojlyyaemMasi M IepenaBaeMas MO TEICKOMMYHHKAIMOHHBIM KaHallaM, a Takke HH(opmarus,
XpaHuMas Ha MOJKIYAEMbIX ChbEMHBIX HOCUTEISAX, IPU HEMOCPEICTBEHHOM OOpaIlleHUH K HEl.

6.6.3 Ilpu ycTaHoBKe mHpOrpaMMHOro oOecredeHus Ha cepBepbl HWHGOPMAIIMOHHBIX
cucteM JIOY win ux OOHOBIEHUM [0JKHA aBTOMATUYECKU BBINOJIHSATHCS IpEABapUTENIbHAS
IPOBEpPKa JTaHHOT'O MPOrPaMMHOI0 oOecreueHusi Ha OTCYTCTBHUE BPEIOHOCHOTO MPOrPaMMHOTO
o0ecrieyeHus.

6.6.4 CurnatypHble 06a3bl BPEJJOHOCHOTO MPOrPaMMHOI0 00ECIIeYeHHUs U aHTUBHPYCHBIE
CPEJICTBA 3aIUTHI JIOJKHBI PETYJISIPHO OOHOBIISTHCS.



6.6.5 Tlonp3oBatenu uHGOpManMOHHBIX cucTteM [JOY He MOMKHBI KIMETh BO3MOXKHOCTH
MOJTyYeHUs JOCTYMa K KOH(UTYpaIli aHTUBUPYCHOTO CPEJCTBA 3AIIUTHI UITU €T0 OTKIIOYCHHS.

6.6.6 B JIOY HEoOX0AMMO OIPENeTUTh MPOLEAYPY A 00pabOTKH M BOCCTAHOBJICHHS
MHOUIUPOBAHHBIX JAHHBIX U OTCJIEKUBAHUE UCTOYHHUKA 3apasKEeHUS.

6.7 KoHTpons nocTtyna K HHGOPMAMOHHEIM CHCTEMaM

6.7.1 Bce pabdotnuku 10OV, nomyuieHHsle K pabote ¢ MH(OPMAIIMOHHBIMU CHCTEMaMH,
HECYT MEpPCOHAJIbHYI0 OTBETCTBEHHOCTh 3a HApYILIEHHUS YCTAaHOBJIEHHOIO MOpsAKa 0O0pabOTKH
uHbOpMaIlMK, TPAaBHJI  XPAHEHHUs, HUCIONB30BaHUA H  Tepeladd, HaxOISIIHXCS
B UX PacHopsHKEHUHU 3alUIIAEMbIX PECYPCOB CUCTEMBI.

6.7.2 YpoBeHb MOJIHOMOYMH MOJIB30BaTeNsl B MHPOpMaunoHHOH cucteme JJOY nomxen
OTpPECIATHCS B COOTBETCTBUU C €ro JOJDKHOCTHBIMH OOS3aHHOCTSIMM U [IPOU3BOJICTBEHHOM
HEOOXOIUMOCTBIO.

6.7.3 Jloctynm moap3oBareneid kK HWHPOpMAaNMOHHBIM cucteMam JIOY  momkeH
KOHTPOJIMPOBATHCSI aIMUHUCTPATOPOM CUCTEMBI.

6.7.4 OcylecTBI€HHE PETYJISIPHOTO KOHTPOJS BBINOJHEHUS TMOJUTUK W HUHBIX
JOKYMEHTOB, KaCalOMIMXCsl peryiaMeHTanuu jomycka padotHukoB JOY kx uHMOpMAIOHHBIM
CUCTEMaM.

6.8 NnenTnduKkamysa u ayTeHTH(HUKAAL

6.8.1 Jloctyn monp3oBareneil Kk HH(GOPMAIIMOHHBIM CUCTEMaM JIOJKEH MPEeA0CTABISATHCS
TOJIbKO TIOCJIE€ YCIEIIHOIO 3aBEpLICHHs MpoUeAyp HIeHTUGUKALUU, ayTeHTH(PUKAUU
U aBTOPU3ALIUH.

6.8.2 Ilomy4eHne mob30BaTeIeM UMEHU B CHCTEME U TTapoJIbHOM MH(OpMaIMU, KOTOPhIS
o0ecreynBaroT JOCTYI TIIOJIb30BaTeNsl K pecypcaM CHUCTEMBI, JOJDKHO OCYIECTBIISTHCS
0 MPEICTABICHUIO PYKOBOJIUTENEH CTPYKTYPHBIX MOIpa3iesieHuH.

6.9 bezonmacHOCTh Mapois

6.9.1 C uenpto obecreuyeHus 3alUThl OT HECAHKIMOHHPOBAHHOTO JOCTyTMa
K HHOOPMAIIMOHHBIM CHUCTEMaM yCTaHABJIMBAIOTCS TPeOOBaHUS K BBIOOPY MApOJIbHOM
uHbopMaInu, 00eCIeYnBaIOIIUE TOCTATOYHYIO CTENCHb CTOMKOCTH Mapoei.

6.9.2 Jlns obecnieueHus KOHOUISHITHATLHOCTH MAPOJIbHON MH(POPMAIUU TIOJIE30BATEITIO
3arpelaeTcs XpaHUTh 3HAUYEHUs CBOMX Mapojieil Ha OyMa)KHOM HOCHUTENE B OTKPBITOM BHJIE
U B CBOOOJIHOM JIOCTYTIE.

6.9.3 lns obecnieueHus: KOHGUAESHIMATLHOCTH NapoJIbHOW MH(OpMAIK OIB30BATEISIM
3anpeniaercs nepeaaBaTh 3Ha4eHHsI CBOMX MapoJieil TPEThUM JTUIaM.

6.9.4 Tlpu BBOJE MaposIs MoJIb30BaTeIeM il JOCTyNa K nHpopMmaironHoi cucteme 10Y
JOJIKHO MCKITIOYAThCsl 0TOOpakeHHe MapojbHONW HH(pOopMaluy Ha SKpaHEe MOHUTOPA B OTKPHITOM
BUJIE.

6.9.5 ITlponienypa cMeHbl napojibHOM WH(MOpMaIuu B HHPoOpMaMoHHbIX cuctemax JJOY
JIOJIKHA ITPOBOJUTHCS HAa PETYJIIPHONW OCHOBE.

6.10 Peructpamms coOprTrit

OcyIiecTBiI€HHE PETUCTpaliid  COOBITUH  O€30MacHOCTM Ha BCEX KOMIIOHEHTax
uHpopMaimonnbix cucteM JIOY, B KOTOphIX 00pabaThIBaeTCs, XpPaHUTCSA WU MO CPEACTBAM
KOTOPBIX MepeaaeTcs 3aiuiiaeMas nHpopManus.

6.11 Ucnmoms3oBarne CK3U

6.11.1 Pemenune 00 wucnonb3oBanun CK3M B wuHTepecax 3alliUThl COOCTBEHHBIX
UHPOPMALIMOHHBIX  pECypcoB INpHHHMaeTcs pykooictBoM JIOY B coOTBeTCTBUHU
C 3aKOHOAAaTENLCTBOM Poccuiickoit denepanuu.



6.11.2 Tlpu skcrmyaranmn CK3U u xnroueBodt mHpopmanuu Bce coTpyanuku J[OY
JOJKHBI BBITIOHATH TPeOOBaHUS HOPMATHUBHBIX MPABOBBIX aKTOB, M3JaBaeMbIX (perepanbHbIM
OpraHOM HCITOJTHUTEIBHON BJIAacTH B 00jacTu obecneueHust 6e3omacHOCTH, AOKyMeHToB J[OY
no obecrnedennto OezomacHocTd wucnonb3oBanuss CK3M, a Takke SKCIUTyaTallMOHHOU
nokymMmeHTauu npoussoaurens CK3U.

6.12 besomacHOCTE MHYOPMATMOHHOM CETH

6.12.1 VYcraHoBieHHE  HaJJIeXKAIIEr0  KOHTPOJIE B  OTHOLIEHUH  JIOKAJIbHOM
BBIYUCIUTENIFHOH CETH M BCEX BHEIIHMX HH(POPMAIMOHHBIX KoMMyHuKauui JIOY nng
obecrieueHus 3alUThl JaHHBIX U 3aUThl HHGopMannoHHbIX cuctem JJOY ot HC/I.

6.12.2 JlomxHBI OBITH ONpEeNIeHbI e UCIOIb30BaHUs ceTu MIHTepHeT U TpeOOBaHUs
K Mpoleaype HCIOIb30BaHus pecypcoB cetu MHurepHer. Mcnonb3oBanue cetu MHTepHer
PpabOTHUKOB B JIMYHBIX IEJSAX JOJDKHO OBITH CTPOTO 3alpeIeHo.

6.12.3 Jloctyn k WH(POPMAIIMOHHBIM CEpBUCAM ceTH MHTepHET mpenocTaBiIseTcs
pabotaukam JIOY TONBKO B Ciydae MPOU3BOJICTBEHHOM HEOOXOIUMOCTH.

6.12.4 TIlogkmroyenue K cetd VIHTEpHET MJOKHO OCYHIECTBISATHCA  TOJBKO
IIPYU OpraHU3alUH 3aIIUThl COEAMHEHNS U CIELMATIBHBIX IPOTPAMMHBIX CPECTB 3allUTHI.

6.12.5 PazpemurenbHble TOMUTHUKUA J0cTynma B HHTepHET MOMKHBI TEXHUYECKH
pean30BbIBATHCS CHEIMATU3UPOBAHHBIM POTPAMMHBIM 00€CTIEYEHHUEM.

6.12.6 KoHTponb HCNONB30BaHUS pPaOOTHUKAMHU pecypcoB ceTu HTepHeT no/KeH
OCYIIECTBIISATHCS YIIOJTHOMOUYEHHBIMUA PaOOTHUKAMHU Ha MMOCTOSIHHOM OCHOBE.

6.13 Ucnonp30BaHwe KOPTIOPATUBHOM DIIEKTPOHHOM MOYTHI

6.13.1 CucteMa KOpHOPATUBHOM AJEKTPOHHOM MOYTHI JOJKHA UCIHOIb30BaThes B JJOY
C LIETbI0 OpraHu3alMi OOMEHA ANIEKTPOHHBIMU COOOIICHUSMH MEXIy paObOTHHKAMH, a TaKxkKe
Mexay padotHukamu JIOY u BHENTHUMEU aOOHEHTaMH.

6.13.2 B JIOY nomkHBI OBITH YETKO OIpenesieHbl TpeOOBaHUS K HCIOIb30BAHUIO
CUCTEMBI KOPIIOPATUBHOM 3JIEKTPOHHOM MOYTHI.

6.13.3 IlpenocraBneHne | MNpeKpalleHHe JocTyla K pecypcaM KOpHOpaTUBHOM
AIEKTPOHHOU MOYTHI JJOHKHO OCYIIECTBISTHCS TOJIBKO HA OCHOBE O(OPMIICHHOM 3asBKH.

6.13.4 B 10OV nomkHO OBITH YCTAaHOBJIEHO CIEIHAJIbHOE IMPOrpaMMHOE OoOecreueHue,
OCYILECTBIISAIOLIEE KOHTPOJIb BCEX BXOJAIIMX COOOLIEHMH Ha Hajluyue BPEJOHOCHOTO
MIPOrpaMMHOTO 00€CTICUCHHUS.

6.13.5 B IOY nomxHbI OBITh IPEAYCMOTPEHBI MEXaHU3Mbl APXUBUPOBAHUS U PE3EPBHOTO
KOITUPOBAHUS KOPIIOPATUBHOM 3JIEKTPOHHOM MOYTHI B ABTOMAaTHUYECKOM PEKUME.

6.14 Pe3epBHOE KOMMPOBAHWE ¥ BOCCTAHOBJIICHUE JAHHEIX

6.14.1 OcymiecTBiIeHHE PE3EPBHOTO KOMMUPOBAHUS IS

- (aiiioBBIX CEPBEPOB U CEPBEPOB MPWIOKEHUH, KPUTUUHBIX I JEATEIbHOCTH
HOY;

- OTIEPALIMOHHBIX CHCTEM (PAlIOBBIX CEPBEPOB M MPUKIIAJHBIX IPOTPAMM;

- MPUIIOKEHUH, KPUTUYHBIX [ iestenbHocTa JJOY;

- pabouux JaHHBIX.

6.14.2 YacToTra U pekUM pPE3epBHOTO KOMMPOBAHUS YCTAHABIMBAIOTCS TaKUM 00pa3om,
YTOOBI 00€CTIEYNTh MUHUMAJIbHYIO TOTEPIO JaHHBIX U JOIyCTUMOE BPEMsI BOCCTAHOBJICHUSI.

6.14.3 Pe3epBHOE KONMPOBAHNE U BOCCTAHOBJIEHUE PECYPCOB MH(DOPMAIIMOHHBIX CUCTEM
JIOY nomxHBI IPOBOAUTH YIOJHOMOYEHHbIE paboTHUKH JIOY.

6.14.4 Pe3epBHOE KONMPOBAHME JOJKHO OCYLIECTBIIATHCA B aBTOMAaTHYECKOM DPEKUME
C IPUMEHEHHUEM CIIeLUaTIN3UPOBAHHOTO MPOTrPaMMHO-ANNapaTHOTO KOMILIEKCa.



7 OcHoBHBIE TpeOOBaHMA K IIPOIECCaM YIIpaBlieHUA HH(OPMAIIMOHHOH 6€3011aCHOCTBIO

7.1 YrpasieHue puckaMu

7.1.1 BsiOop TtpeboBanuii 10 HWHDOPMAIMOHHOW OE30MACHOCTH M 3alIUTHBIX
MEXaHU3MOB, TMPUMEHAEMBIX B cUCTeMe HWH(OpMAIMOHHOW  O€30MacCHOCTH, JOJHKEH
OCHOBBIBAThCSI Ha NMPOBEJCHUN aHAIN3a PUCKOB HAPYILIEHHUS OCHOBHBIX CBOWCTB 0€30MaCHOCTH
JUIsl HanboJiee KpUTUYHBIX MHPOpPMAaIMOHHBIX pecypcoB JOY.

7.1.2  OCHOBOI OLIEHKM PHCKOB JIOJDKHA OBITh OIIEHKA YCJIOBUH U (DaKTOpOB, KOTOpHIE
MOTYT CTaTh NPUYUHOW HAPYLIEHHs] CBOWCTB IEJIOCTHOCTH, KOH(PHUIECHIUAIBHOCTH
U JIOCTYIIHOCTH JJIsl pecypcoB HHpOpMannonHoii cucremsl J[OVY.

7.1.3 PesynpTaToOM TpPOBENEHUS aHAIM3a PHUCKOB JIOJDKEH OBITh KOMIUIEKC Mep,
HAIPaBJICHHBIX HA CHIKEHHE BO3MOKHOT'O HEraTMBHOI'O BIIMSHHSA HA OCHOBHYIO JESTEIBHOCTD
JOVY mnpu peanuzanuu TOW WJIM WHOW yTPO3bl, ¥ OOECIEYMBAIOIIMX JOCTATOYHBIA YPOBEHBb
3aMUIICHHOCTH HH(pOopManoHHBIX cucteM JIOY.

7.2  VYmpapieHue HHIUICHTaMHA HH()OpMAIMOHHON 6€30MacHOCTH

7.2.1 Jna obGecrieuenus: 3((GEKTUBHOTO pa3peuieHus HHIUACHTOB HH(POPMAIMOHHON
6e3omacHocTu B JIOY, MUHUMU3alIMU TOTEPh U YMEHBIIEHHUS PUCKAa BOSHUKHOBEHHSI TTIOBTOPHBIX
MHIUJCHTOB  JIOJDKHO  OCYIIECTBIATHCS  d(D(PEKTUBHOE  YyNpaBlI€HHE  HMHIMJIECHTaMHU
UH(POPMALIMOHHOM 6€30MacHOCTH.

7.2.2 Jns ympaBieHusi MHIUACHTAMU HH(GOPMAIMOHHONW 0€30MacHOCTH JOJKHA OBITh
CO3/laHa CHUCTeMa yuyeTa MPOU3OIIEAIINX HHIMICHTOB, KOTOpas MPEACTaBIsAeT COO0H KOMIUIEKC
CPEJICTB I MEPOIIPUATHH 1)1 cOOpa U KOHCOMUAANKN HHPOPMAIHK 00 MHITUACHTAX.

7.2.3 B OTHOIIEHMH Ka)XJ0r0 MPOM3OIIEIIIEr0 WHUUACHTA JOJDKEH BBIIOIHATHCS
€ro aHajau3 U pazpadoTka 3p(HEeKTUBHBIX MEp PearupoBaHUs HA JAHHBIM HHIIUICHT.

7.3  MOHHUTOpPHHT TE€KYyIIEero YpOBHA HH(POpMaIMOHHOMU O€30IIaCHOCTH

7.3.1 Jlns oOecriedeHus BBICOKOTO YPOBHS KOHTPOJIS B OTHOHIEHHMH CHCTEMBI
obecrieuenuss wHPOpMaIMOHHOW Oe3omacHocT B JIOY Ha TOCTOSIHHOH OCHOBE JIOJDKEH
MPOBOAMUTHCS KOMIUIEKCHBIN aHAJIU3 CYIIECTBYIOIIUX 3alUTHBIX MEXaHU3MOB M BO3HUKAIOIIUX
MHIUICHTOB MH()OpPMAlIMOHHOW 0€30MacHOCTH, a TaKke MEePUOANYECKUN ayJUT BCEH CHCTEMBI
obecrneueHns nHOOPMAIIMOHHON OE30MTaCHOCTH.

7.3.2 Ilpornecc MOHUTOpPUHIA CUCTEMbI OOecreueHus] HHPOPMaMOHHON 0€301acHOCTH
JOJIKEH BKIIFOUATh B C€0sI KOHTPOJIb OPTaHU3AIIMOHHBIX U TEXHUYECKUX 3alIUTHBIX MEp, aHATU3
napaMeTpoB KOH(UTypaui U HACTPONKHU 3aIUTHBIX MEXaHU3MOB.

7.3.3 llpu 1poBeneHUHM KOHTPOJIBHBIX MEPONPUATUM, CBA3AHHBIX C OLEHKOHN
GbyHKIIMOHMpOBaHUS 3alIUTHRIX Mep B JIOVY, ymonHomMoueHHBbIE PAOOTHUKHU —JIOJKHBI
HPUJIEPKUBATHCA CIIEYIOIINX TPUHILINIIOB!

- He HapymaTh GYHKIHOHUPOBaHUE TeKyleh aestenpHoctu IOV

- NefCTBOBaTh B  COOTBETCTBUUM C BHYTPEHHUMHM JokymeHTamu JIOY
1o uH(OpPMALIMOHHOW OE30MaCHOCTH;

- HE CKpbIBaTh (DaKkThl BBISBICHHBIX HMHIWACHTOB WM HapylIeHUH TpeOoBaHMN
nH(GOPMaIIMOHHON 06€30MaCHOCTH;

- oQOpMIIITH ~ OTYETHl, MOATBEP)KAAIOIIME  BBHIIOJIHEHHE  MEPOIPHUITHIA
1o obecrneyeHno HHPOPMAIIMOHHON 0€30MacHOCTH.

7.3.4 Wudopmanus, noixydeHHas B XOJ€ MPOBENECHUS KOHTPOJIUPYIOIUX MEPOTIPUATHI
0 JCWUCTBUSX, COOBITHSAX M TMapamMeTpax, HMMEIOUIMX OTHOIICHHE K (PYHKIMOHUPOBAHHIO
3alIUTHBIX MEp, T0JKHA KOHCOIUINPOBATHCA U XPAHUTHCS B MECTAX, UCKIIIOYAIOLIUX MTOIyYeHHE



K HEell HECAaHKIITMOHUPOBAHHOI'O JOCTYTIA.

7.3.5 MOHUTOPUHT JaHHBIX O 3aPETUCTPUPOBAHHBIX COOBITUAX HWH(POPMAIIMOHHON
0€30MaCHOCTH JOJKEH IPOBOJUTHCS, IO BO3MOYKHOCTH, C HCIIOJNIB30BAHHUEM BCTPOCHHBIX
MEXaHM3MOB HACTPONKM M ayAuTa COOBITUHA B MPOTPAMMHBIX U HPOrPAMMHO-TEXHHYECKUX
CpPEJICTBAaX, UCMOJIb3yEeMbIX B MHPOopMalmoHHbIX cuctemax J{OY.

7.4  Aynut cucteMnl obecneueHUs HHPOPMANUOHHON 0€30IMacCHOCTH

74.1 B 1mensx OLEHKH TEKYIIETO ypOBHS WHGOPMAIMOHHOW  0O€30MacHOCTH
ynonHoMoueHHble paboTHuku JIOY Ha peryiaspHOil OCHOBE MJOJKHBI MPOBOAWTH ayIUT
MH(GOPMaIlMOHHON 0€30M1aCHOCTH.

7.4.2 BuHyTpeHHUE ayAUTbl WIM CAMOOLEHKH JIOJKHBI BBIMOJIHATHCS, 110 BO3MOXKHOCTH,
pabotaukamu JIOVY.

7.4.3 Pe3ynbTaToM BBINOJHEHHS ayAUTOB MO HH(POPMAIIMOHHON 0€30MaCHOCTH TOJKHBI
CTaTb OTYETHl O BBINOJIHEHHOM ayauTe UHGOPMAIMOHHONW OE30MacHOCTH, KOTOpbIE
paspabateiBatorcs crienpanucramu JOVY.

7.4.4 Tlo pesynpTaTam ayAuTa YIOJTHOMOYEHHbIE pAaOOTHUKA U OTBETCTBEHHBIC
nonpazaenenus JOY JOMmKHBI ONpenenuTbh JEHCTBUS, HEOOXOAMMBIE JJsi YCTpaHEHHUS
0OHapyKEHHBIX HECOOTBETCTBUI B MPOIECCE AYANTA, U BHI3BABIINX UX MPUYUHBI.

7.5  VYipaineHue nIepcOHAIOM

7.5.1 Opranusanus Takoro mpolecca YIpaBICHHUsS IEPCOHATIOM, KOTOPBIA OOeceyuT
JIOBEpUTENIbHOE  OTHOLIEHHWE K pabOoTHHKaM, a TakKe OpraHu3yeT KOMIUIEKCHOE
IPOTUBOACUCTBUE YTPO3aM HUHPOPMALMOHHON O€30MaCHOCTH, UCXOIAIIMM OT niepconana J[0VY.

7.5.2 BeimonHeHue 0053aTENbHBIX MPOBEPOK TMIPH IPHUEME HOBBIX PAOOTHHUKOB
Ha paboTy C TOYKU 3pEHUs JOCTOBEPHOCTH COOOIIAEMBIX UMM JAHHBIX U C MO3UIUH OLIEHKU
uX MpodeccruoHabHBIX HAaBBIKOB.

7.5.3 Opraam3anuss paObOThl B HAMpPaBJICHWW TIOBBIIICHUS OCBEIOMIICHHOCTH
1 00ydeHus B 00J1acTH HH(DOPMAITMOHHOW 0€301TacCHOCTH.

7.5.4 IloBbiieHUE 0CcBeIOMIIEHHOCTH paboTHHKOB IOV

- no cymectBytomum B JIOY nonautukam uHGOpMAIIMOHHON 0€30aCHOCTH;

- no npuMmeHsieMbiM B JIOY 3aiuTHeIM MepaM;

- [0 TPAaBWIBHOMY HCIOJIB30BAHUIO 3alIUTHBIX MEp B  COOTBETCTBUU
¢ BHYTpeHHUMH JokyMeHTamu J[OVY.

8 3axmodernue

8.1 Hacrosimass ~ IlonmTuka  sABisieTcss  BHYTpeHHUM  jJokymeHToM  JIOVY,
00IIeIOCTYITHOM M TIOJIJICKHUT pa3MENIeHUIO Ha opuimaibHoM caiite JJOY.

8.2.  Hacrosmas IlonuTuka noanexuT U3MEHEHHIO, AOIIOJHEHUIO B CiIydae MOSBICHUS
HOBBIX 3aKOHOJATEIbHBIX aKTOB M CIEHUAIBbHBIX HOPMATHUBHBIX TOKYMEHTOB MO 00paboTKe
U 3allluTe IEPCOHAIbHBIX JAHHBIX, HO HE pEXe OAHOro pasza B Tpu roga. llpu BHeceHuu
U3MEHEHUN B aKTyaJbHOW peNakIMM YyKa3bIBaeTCs JaTa MocienHero oOHoBieHus. Hosas
penakius IlonuTukM BeTymaer B CHWIy € MOMEHTa €€ pa3MElIeHHs, €clid HHOe
HE IIPeTyCMOTPEeHO HOBOM penakiueit [lonutuku. JleldicTByromas peJakiys BCeraa HaxoauTcs Ha
cTpanuile no aapecy: https://1vbspb.caduk.ru/mmagic.html?page=/infosec/common.html

8.3. KonTponp wucnonnenuss TpeOoBaHMil Hacrosimed [lonmutuku ocyuiecTBisercs
OTBETCTBEHHBIM JIMIIOM 3a o0ecredeHue 6€30macHOCTH MepCOHATBHBIX JaHHBIX JJOY.
8.4. OTBeTCTBEHHOCTh  JNOJDKHOCTHBIX  jun  JOY, wumMmeromwmx  gocryn

K KOH(pUAECHUUATbHOW HH(OpPMAalMM, 32 HEBBINOJHEHHE TpeOOBaHWI HOPM, PETYIUPYIOLIUX


https://1vbspb.caduk.ru/mmagic.html?page=/infosec/common.html

00paboTKy ¥ 3ammry WHGOPMAIUU, OMPEACISETCS B COOTBETCTBUU C 3aKOHOAATEIHCTBOM
Poccuiickoit denepanyiu U BHyTpeHHUMU JokyMeHTamu JIOY.
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